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Abstract: Controller Action Reliability Assessment (CARA) s human reliability assessment
technique, which can be used to quantify humanopmdnce in the context of Air Traffic
Management (ATM). This paper describes the CARAhmigue, including the data used for
quantification, and the types of air traffic corigo behaviours it quantifies, and the performance
shaping factors it uses to modify task reliability.order to evaluate CARA, it was applied in three
actual ATM safety cases. The three safety caseserklito an aircraft landing guidance system, a
position/identity display for the air traffic cootr(ATC) aerodrome environment and an aerodrome
procedure for low visibility conditions using fuelATC systems. The performance of CARA in these
applications is described.
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1. INTRODUCTION

European air traffic management (ATM) is being updeed by quantitative safety assurance. This
safety assurance aims to assess current and ndéemsysas well as system changes, against a
guantified target level of safety. To support thiecess there is a need to quantify the most iraport
element in the safety equation, namely human riétigb Controller Action Reliability Assessment
(CARA) is a human reliability assessment (HRA) t@gne, which can be used to quantify human
performance in the context of (ATM). This paperatdses CARA and its application to safety cases.

2. OVERVIEW OF CARA APPROACH

CARA uses the basic quantification framework of tHaman Error Assessment and Reduction
Technique (HEART) [1], but tailored to applicatiom ATC safety assessments. HEART has been
selected as a model because it has been the sobjeslidation exercises [2] and the relevance and
adaptability to different domains is supported éyant developments of HEART in the Railway [3, 4]
and Nuclear Domains [5]. A similar approach in terofi using generic tasks and modification factors
can also be seen in the SPAR-H technique [6]. Iteisognised that within the HRA research
community there is a focus on “Second Generatienhniques [7]. However, CARA is modelled on,
and is therefore itself, a “First Generation” agmo. The selection of a first generation approaah w
required because:

« CARA quantification is underpinned by observed anditable human performance data and
therefore it naturally focuses on generic featwfdsuman performance of key personnel (e.g.
controllers and pilots), rather than the more iecliinfluence of wider organisational issues or
errors of commission.

* There was a pragmatic requirement to contributeamufactors knowledge to safety cases and
communicate human factors (HF) judgements withiquantified safety framework in the
short term.
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As with any competent HRA assessment, a CARA assdsshould be underpinned by an
understanding of context. This context can be med¢b some extent using Error Producing
Conditions, but will always be a qualitative compnohof the assessment.

he basic framework of the HEART techniqueised, the details of CARA are closely tailored

to the ATC context. There are three key elemente@HEART approach which are used for CARA:

Generic Task Types During a Human Reliability Assessment (HRA) astdywill have
specific tasks they need to quantify. For the HEAiIRGhnique, a specific task is compared
with Generic Tasks Types (GTTs), of which thereeght. The GTT which best matches the
specific task being assessed is selected. Thetes@|&TT is associated with a human error
probability, and therefore this provides an inigalantification for the task being assessed. A
new set of GTTs have been developed for CARA whighspecific to the ATM environment,
and have been quantified using human performantee da

Error Producing Conditions. In addition to GTTs, HEART also uses Error Pradgc
Conditions (EPCs). EPCs are factors which areigted to negatively influence human
performance and therefore increase the generic muen@r probability associated with a
GTT. Examples of EPCs are ‘time pressure’ or ‘ofmranexperience’. The technique also
defines a ‘maximum affect’, which is a numericalueawhich reflects the maximum impact
that an EPC can have on a task. EPCs and maxinfestsahave been developed for CARA
which are specific to the ATC context.

Calculation Method. HEART uses a simple calculation method to comigsi& HEP and
EPC values. It also allows modification of the st of affect of EPCs through a weighting
process. The calculation method is not change@A®RA. The formula is:

HEP = GTT x [(EPC1-1) X APOA; + 1] X [(EPC2-1) X APOA, + 1] X . . . X [(EPCn-1) X APOA, + 1]

Where:

GTT = the human error probability associated withTal

EPC = the maximum affect associated with an EPC

APOA = is the assessed proportion of affect vaketgvben 0.05 and 1, where 0.05 is a
very weak effect and 1 is a full affect.

3. KEY CARA ELEMENTS

The following sections describe the CARA approa€tARA is currently under review by
EUROCONTROL and the approach as described her iget released for use in assessments.

3.1. Generic Task Types

The task types for the CARA GTTs were developea@tham the following:

Review of task analyses for controller tasks [810] to ensure that the GTTs, and their
structures and descriptions, can be understoodnaéiih accepted model of the controller. It
should be noted that the key focus for CARA ha$asdeen the controller. Other key areas
for which there will be further future developmeats maintenance tasks and pilot tasks.
Review of ATC HRA quantification requirements thgbu a safety case review and
consideration of HF aspects of reliability for fréisystems.

Review of models of Human Performance.

Review of Human Reliability Assessment techniqpeisicipally HEART, NARA [5] and
CREAM [7, 11].



A key objective for CARA is that there is a cleiklbetween the GTT, the GTT HEP value and the
data which have been used to derive that HEP valis.is critical in order to ensure that the attua
values used are underpinned by the best availaike ahd that the values used can be objectively
reviewed.

Existing human error probability data sources Hasen reviewed to identify suitable data. They have
included the CORE-DATA database [12] and Air Trafiontrol research literature accessed through
the Ergonomics Information Analysis Centre [13].eThterature search was based on identifying
papers which included human error as a performareasure and were related to Air Traffic Control.
In addition, actual data have been collected framukations [12] and where required expert
judgement has been undertaken.

The preferred method for combining the study HEPgrovide the single GTT HEP has been through
averaging the data. The geometric mean approachbéeas selected as the preferred averaging
approach for dealing with human error probabiliti¢duman error probability data are often

considered on a base 10 Logarithmic scale. The gegmmmean provides a measure of central
tendency particularly well suited to consideratadrthe data using this logarithmic scale.

In addition, the variability within the HEPs undemping the GTT HEP are also described using
uncertainty bounds. To this end, the 1-Sample tthhas been used to compute a 95% confidence
interval for the geometric mean. For this analysithe data points underlying a geometric mean, the
calculated statistics are based on the Logl0 valaest is assumed that this is a more relevant
distribution for considering HEP data, and alsbeaaconsistent with the use of the geometric mean.

Where there were insufficient data to use the géicneean, a specific datapoint has been selected,
and the rationale for selection of the datapoimiris/ided in the GTT technical basis report.

The CARA GTTs and their context and associated mueneor probabilities are presented in Table 1.
It should be noted that as CARA is based on undeipg data, there are some GTTs requiring further
underpinning data, in particular those noted afdihg values’ in the table.

3.2. Error Producing Conditions

The identification of relevant EPCs has been grednad a review of existing EPC type factors used
in other HRA techniques and predicted additionalCAHPC demands. These EPCs have been placed
within the broad structure of the HERA [14] contedtconditions, with the aim of ensuring that the
CARA EPC structure reflects a classification stnoetalready in use within the ATC context. The
following techniques were selected to be reviewedatail to identify relevant EPCs:

* HEART [1], because the technique is not industrgesiic and the technique is based on the
EPC approach from which CARA is derived.

* NARA [5], while from the nuclear industry it usdeetHEART EPC approach.

« HERA [14], this is seen as the key HRA approachcihis focused on ATM. It is not a
quantification technique, but an ATM incident HFusal analysis technique.

 SPAR-H [6], a key quantification technique from tingclear industry, which uses a focussed
set of eight PSFs.

 CREAM [7], a generic quantification technique whitas a set of nine common performance
conditions.



Table 1: CARA GTTs

Uncertainty

tasks

Task Context Generic Task Type HEP Bounds
A. Offline tasks | A. Offline tasks. 0.03 -
B1. Active search of radar or FPS, assuming )
some confusable information on display. 0.005 0.002-0.02
, B2. Respond to visual change in display (e.g. i
B. Checking aircraft highlighted changes to low-lighted). 0.13 0.050.3
B3. Respond to unique and trusted audible and0 0004 )
visual indication. '
o C1. Identify routine conflict. 0.01 Holding Value
C. Monitoring - — -
: C2. Identify unanticipated change in radar
for conflicts or disol h in diaital fliaht level d
unanticipated ISpiay (e.0. change in digital Tght Ievel dug 0.3 0.2-0.5
changes to aircraft deviation or corruption of
datablock).
D1. Solve conflict which includes some
D. Solvin complexity. Note, for very simple conflict 0.01 Holding Value
- S0WINng resolution consider use of GTT F.
conflicts - -
D2. Complex and time pressured conflict 0.19 0.09-0.39
solution (do not use time pressure EPC). ' ' '
.E' Plan aircraft E. Plan aircraft in/out of sector. 0.01 Holdinglva
in/out of sector
E Manage F. Routine element of sector management (e.g.
- vianage rule-based selection of routine plan for an 0.003 Holding value
routine traffic ; =
aircraft or omission of clearance).
G. Issuing G1. Verbal slips. 0.002 0.001-0.003
instructions G2. Physical slips (two simple choices). 0.002 080.004
M. Technical
and support M3. Routine maintenance task. 0.004 0.0009-0.4

The identification

of maximum affects has been Hase a review of maximum affect values or

similar constructs used in existing HRA techniquée review has included:

« HEART and CARA, because the maximum affect approacthe same as that used for

CARA.

e SPAR-H uses multipliers for the performance shapiactors and the largest negative

multipliers (i.e. which make the error more likebre considered.

* CREAM includes maximum common performance conditogfficients which have similar

multiplying functions.

Development of maximum affects using data from téxgstechniques has been assessed as an
adequate approach for the development of CARAwahle HRA tool in the short term. In the future
it is intended that the EPCs will be validated wdtta from incident data and other approaches and
consideration will also be given to basing the maxin affects on data from the existing experimental

literature.

The CARA EPCs are presented in Table 2. For thesEP@ded grey in the maximum affect column,
there is limited support and information availafstem other techniques and therefore they should be

treated with caution.



Table 2: CARA EPCs

HERA Element CARA EPCs Maximum Affect
Documentation/ | 1. Shortfalls in the quality of information convelyky procedures 5
Procedures
Training and 2. Unfamiliarity and adequacy of training/experienc 20
Experience 3. On-the job training 8

4. A need to unlearn a technique and apply onehwtgquires the 24
application of an opposing philosophy — stereotyipéation
5. Time pressure due to inadequate time to comgietéask 11
6. Cognitive overload, particularly one caused inyutaneous 6
Workplace presentation of non-redundant information
Design/HMI 7. Poor, ambiguous or ill-matched system feedbag&neral 5
adequacy of the Human-Machine Interface
8. Trust in system -
9. Little or no independent checking 3
10. Unreliable instrumentation 1.6
. 11. Environment - controller workplace noise/ ligltissues, 8
Environment .
cockpit smoke
Personal Factor | 12. High emotional stress and effects of ill health 5
Issues 13. Low vigilance 3
14. Difficulties caused by team co-ordination pesh$ or friction 10
Team Factor
ISSUES betwe_e_n tegm members. _ _
15. Difficulties caused by poor shift hand-overgtiees. 10
Pilot-controller 16. Communications quality -
Communication
Traffic and 17. Traffic Complexity 10
Airspace Issues | 18. Unavailable equipment/degraded mode =
Weather Issues 19. Weather -

Non-HERA: 20. Low workforce morale or adverse organisati@mlironment. 2
Organisational
Culture
Non-HERA: 21. Shift from anticipatory to reactive mode 10
Cognitive Style | 22. Risk taking 4
Pilot actions Covered as a separate GTT therefopacific EPCs -

3. APPLICATION OF CARA TO ATC SAFETY CASES

CARA has been applied to three safety cases. Tiegysases have been related to:

1. Aircraft landing guidance system [15]

2. A position/identity display for the air traffic conl (ATC) aerodrome environment [16]
3. An aerodrome procedure for low visibility conditeoasing future ATC systems.

All the safety cases already contained some elemiehuman error quantification and this was a

criterion for selection of the safety case. A kegittire of human error quantification is that ibat

the integration of human error with engineering aadtextual factors into a single assessment model.
We therefore did not wish to create isolated hurparformance models or assessments but work
within pre-existing integrated safety case framéwoICARA has been successfully applied in all

three safety cases, with a total of 27 assessniegitsyy undertaken to generate human error
probabilities.

For case study (1) and case study (3) there westirex analyses undertaken using the HEART
approach. For case study (2), human error proliabilnad been estimated as part of the safety case
using expert judgement. In order to apply CARA ¢ase study (2) it was first necessary to develop
some more detailed modelling using simple faulédreas the original expert judgement assessment
was at a higher task level than is required to mdie CARA GTTs.



Key findings related to the differences betweenhapg CARA and HEART were noted for case
study 1. The HEART assessment used only two GTTan(-G), whereas the CARA assessment used
6 different GTT descriptions. The CARA GTTs werdtéetailored to the specifics of ATCO and
maintenance tasks. In general, the choice of GT$ thiarefore fairly straight forward. This also
meant that fewer EPCs were required to be applie@ARA.

For case study 1, the calculated values for CARfevgenerally within one order of magnitude of the
HEART calculated values (see Figure 1). It shoutdnioted that the results do not reflect on the
reliability of either HEART or CARA, they merely ogare the quantification outcomes if the CARA
approach is applied, with those calculated usingRE. While not a reliability study, this is at l¢as
positive indication of convergence between the tsatniques.

For the other two case studies, CARA supplantedysisa judgement. In some cases this led to
increases in the HEP, and in other cases, decre@sesnotable result however was that CARA’s
application led to new insights concerning disdlegtures and their impacts on human reliabilitg.(e.
via provision of a dedicated audible and visuatra)a Such insights were based on a sensitivity to
human factors not previously evident in the analyand would enable the system design team to
determine precisely how to maximise human religbi#ind controller response to an alarm in the
control tower. This result in particular showedttB&ARA can be useful not only for quantification in
a safety case, but also for determining how to amprHuman Factors in a safety-critical system.

4. CONCLUSION

One of the key drivers for human reliability assesst since its inception, has been the need tal buil
a link between the predicted reliability of engineg systems and the predicted reliability of the
people who are at the core of that system. Aifitrabntrol is highly dependent on human reliagilit

to achieve safety objectives. Even for future systethe Air Traffic Controller will have a crucial
role. There is therefore a need to link engineeaind human reliability in the context of ATM so tha
we can understand system reliability. To take gBstic argument, if a system engineer can identify
that a system component will fail with a certaiaduency, the human factors community need to be
able to state whether the human component willast be more or less reliable. We need to know
whether effort should be focused on the reliabilifiy the human or the engineered component.
Arguments also need to be made as to how the hamduengineered system component can improve
reliability. Human and engineering reliability hasecommon language through quantification. That
common language or link cannot be so easily aeted through qualitative arguments in a predictive
context.

CARA responds to an immediate need for there t@ bechnique which allows human factors and
human reliability to be considered within ATM safatases alongside engineering elements. There
may be an argument within the HRA community thanhhao performance does not fit within fault and
event trees which can be found in the current cordesafety cases. However, there is a pragmatic
requirement for human factors to enter into theetyatase dialogue, and for that dialogue to be
meaningful it is required to be in a quantified .

CARA has been successfully applied to three satages, and provides an initial indication that
human reliability assessment can be used to undérphan factors arguments in a quantified ATM
safety case context.
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Figure 1 — CARA & HEART HEPs for Case Study 1
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