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ACRONYMS

ACAS Airborne Collision Avoidance System

ACC Area Control Centre

Al Avoiding Instruction

ANSP Air Navigation Service Provider

ATC Air Traffic Control

ATCO Air Traffic Controller

ATCU Air Traffic Control Unit

ATM Air Traffic Management

DSNA Direction des Services de la Navigation Aérienne

EHQ EUROCONTROL Head Quarters

ESSAR Eurocontrol SAfety and Regulatory Requirement

ET Event Tree

FHA Functional Hazard Assessment

LOS Loss of Separation

N/A Not Applicable

OHA Operational Hazard Assessment

PASS Performance and safety Aspects of Short-term Conflict Alert — full Study

Pe Probability of Effects

PSSA Preliminary System Safety Assessment

RA Resolution Advisory

SO Safety Objective

ST Safety Target

STCA Short Term Conflict Alert

SPIN Safety nets Performance Improvement Network

TCAS Traffic Alert and Collision Avoidance System
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GLOSSARY
Air Traffic A generic term meaning variously, area control centre, approach control unit

Control Unit or aerodrome control tower (PANS ATM 4444)

Barrier Barriers to hazards represented in the event trees are mitigation means that
help in detecting and recovering from a hazard, once the hazard has
occurred

Conflict A conflict is a converging of aircraft in space and time which constitutes a
predicted violation of a given set of separation minima, as per
EUROCONTROL Specification for Short Term Conflict Alert. [REF 11]

Event Tree An Event Tree is a graphical representation of the logic model that identifies
and quantifies all possible outcomes following an initiating event, i.e. the
hazard.

Failure The inability of any element of the Air Traffic Management System to
perform its intended function or to perform it correctly within specified limits.
(ESARR4 - [REF 14])

Failure A condition having an effect on the aircraft and/or its occupants, either

condition directly or indirectly through loss of separation, which is caused or

Ground-based
Safety net

Hazard

Near Mid-Air
Collision

Safety
Objective

Probability of
Effects (Pe)

Short-term
conflict

contributed to by one or more failures, or errors, considering flight phase
and relevant adverse operational (density of air traffic, TMA etc...) or
environmental conditions. (ESARR4 - [REF 14])

A ground-based safety net is functionality within the ATM system that is
assigned by the ANSP with the sole purpose of monitoring the environment
of operations in order to provide timely alerts of an increased risk to flight
safety which may include resolution advice [REF 11]

Any condition, event, or circumstance which could induce an accident
(ESARR4 - [REF 14])

In the qualitative analysis, hazard is more generically defined as a failure
condition which could induce an incident or an accident ([REF 17]).

In the quantitative analysis a hazard is, in addition to the above definition,
defined at the system boundary.

It is defined as an encounter during which at some time the horizontal
separation of the two aircraft is less than 500ft and simultaneously the
vertical separation of the aircraft is less than 100ft (cf. ASARP Project [REF
18])

A safety objective is a qualitative or quantitative statement that defines the
maximum frequency or probability at which a hazard can be accepted to
occur. (ESARR4 - [REF 14])

Probability that a hazard could generate a given effect. This probability can
be obtained through event trees through the quantification of the
failure/success of identified barriers.

A potential infringement of separation minima that will occur in the short-
term (e.g. within less than 2 minutes).
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EXECUTIVE SUMMARY

As part of PASS project, an operational safety assessment has been conducted to address
the safety aspects of joint STCA and TCAS operations. This assessment includes hazard
identification, risk assessment and mitigation means determination as required by ESARR 4.
The work was performed in two steps:

- Step 1: Preliminary operational safety assessment (Phase 2). This step was realised in
2009 and already presented in [REF 7].

- Step 2: Consolidated operational safety assessment and requirement determination
(Phase 3).

Step 1 of this safety assessment was conducted in three stages, which are detailed below:

- A preliminary hazard identification (qualitative analysis): the objectives of this study were
to identify a preliminary list of basic types of hazards based on the analysis of real ATC
incidents studied in WAL of PASS Project and integrated with inputs from other studies,
such as those promoted by the SPIN Task Force.

- A preliminary event tree analysis (quantitative analysis): the main objective of this study
was to derive preliminary safety objectives based on the results of previous qualitative
analysis as required by ESARR4 [REF 14].

- A summary and comparison of the qualitative and quantitative analyses: the objectives
were to provide the results of both studies and to compare them.

The following improvement fields / activities were undertaken in Phase 3 of PASS Project
and concern the consolidation of Phase 2 material:

- Harmonize the severity results in both analyses. This also implied the need to revisit the
definition of some hazards.

- Validate / refine the barriers identified for each hazard in the quantitative safety analysis
by operational experts or simulations and the assigned severity classes.

- Refine the probabilities of success/failures of some identified barriers.

Then, the main activity of Phase 3 consisted in determining how the system architecture
(encompassing people, procedures, equipment) could be made safe, and as such in deriving
safety requirements.

This has been achieved by developing fault trees based on a generic high-level architecture
in order to identify the causes and combination of causes leading to each hazard. After the
identification of the hazards causes, the next step consisted in allocating the quantitative
safety objectives and in deriving quantitative safety requirements. This activity was confined
to the STCA system and associated ‘technical’ procedure(s). Assumptions were defined for
elements external to STCA (such as surveillance inputs to STCA), as well as on controller or
pilot behaviour. No qualitative requirements such as on procedures validation or human
training have been developed.
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1.1

1.1.1.

1.1.2.

1.1.3.

1.2.

1.2.1.

1.2.2.

1.2.3.

1.2.4.

Introduction

PASS Project

PASS (Performance and Safety Aspects of STCA — Full Study) is a
EUROCONTROL project with the objective to study performance and safety
aspects of Short Term Conflict Alert (STCA), including human performance
aspects and consideration of interactions between operational use of STCA and
Airborne Collision Avoidance System (ACAS) [REF 1]

The fourth Work Area (WA4) of the PASS project specifically addresses the
safety aspects of STCA. Both qualitative and quantitative safety analyses are
performed with a specific focus on the identification and assessment of
operational factors, in addition to the environmental and technical factors, which
may influence the safety of joint STCA and ACAS operations.

The work is planned to be conducted in two steps:
- Step 1: Preliminary operational safety assessment (Phase 2); and

- Step 2: Consolidated operational safety assessment and requirement
determination (Phase 3).

Safety Context

As the name suggests, the sole aim of a ground-based safety net is to positively
contribute to the safety of the ATM system. In the EUROCONTROL STCA
specification document [REF 11], the STCA is given the following definition: “It is
intended to assist the controller in preventing collision between aircraft by
generating, in a timely manner, an alert of a potential or actual infringement of
separation minima”. It is also recalled that its “presence is ignored when
calculating capacity” as well as efficiency.

As per SRC28.06 policy [REF 24], ground-based safety nets are now confirmed
being part of the ATM system and they are, as such, subject to hazard
identification, risk assessment and mitigation as required by ESARR 4. Indeed
the real-time use of ground based safety nets can have unintended negative
effects. They can induce new hazards, or degrade effects of existing hazards.

In particular, this policy indicates that the risk assessment and mitigation process
for ground based safety nets should consider interaction between ground-based
safety nets and similar airborne functions.

This safety assessment is focusing on the potential negative effects of STCA with
TCAS. On the other hand, the mitigation by airborne safety nets of STCA-related
hazards effects is not to be accounted for.
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1.3.

1.3.1.

1.3.2.

1.3.3.

1.3.4.

Operational Safety Assessment Objective

The operational safety assessment seeks to identify the errors and malfunctions
of the ATM system which are related to the functioning of STCA or to the
interoperability aspects of STCA and TCAS analyzed as an overall concept. The
identified hazards are then used to derive safety objectives, as a first step for the
identification of Safety Requirements and Recommendations in PASS Phase 3.

The EUROCONTROL ANS Safety Assessment Methodology [REF 13] (SAM)
identifies the need for “success” approach and “failure” approach to safety
assessmentl. The “success” case covers the reduction in risk of accident to air
traffic that would otherwise exist, afforded by the desired functional and
performance properties of the ATM system. On the other hand, the “failure” case
covers the mitigation of anomalous behaviour of the ATM system that could
induce a risk that would otherwise not have arisen.

The objective of the operational safety assessment in WA4 is to address the
“failure” approach. The “success” approach (prevention of accidents) was
covered during the PASS fast-time simulations which took place in Phase 3, as it
is intended: “to compare the “initial” severity of the encounter without the effect of
the controller’s instruction prompted by STCA and the “final” severity resulting
from the pilot’s response to the controller’s instruction” (see [REF 6]).

Step 1 of this operational safety assessment in Phase 2 of the PASS Project was
conducted in three stages:

- Preliminary hazard identification (qualitative analysis): the objectives of
this study were to identify a preliminary list of basic types of hazards based
on the analysis of real ATC incidents studied in WA1 of PASS Project and
integrated with inputs from other studies (see [REF 15] and [REF 16]), such
as those promoted by the SPIN Task Force. Then for each of these basic
types of hazards, operational scenarios were defined and were discussed in a
workshop with operational experts, in order to assess the severity of their
operational consequences and to identify possible further basic types of
hazards with relevance for the study of the STCA-TCAS overall concept. The
detailed analysis is provided in a separate document [REF 17]

- Preliminary event tree analysis (quantitative analysis): the main objective
of this study was to derive preliminary safety objectives based on the results
of previous qualitative analysis as required by ESARR4 [REF 14]. A safety
objective is a qualitative or quantitative statement that defines the maximum
frequency or probability at which a hazard can be accepted to occur. The
method consisted in developing event trees, which are graphical means that
enable to identify and quantify all possible outcomes of the hazards. The
detailed analysis is provided in a separate document [REF 5].

1 However, SAM currently does not provide much guidance on what the success case
entails.
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1.3.5.

1.4.

1.4.1.

1.4.2.

1.4.3.

1.4.4.

- Summary and comparison of the qualitative and quantitative analyses:
the objectives are to provide the results of both studies and to compare them.
The identification of future steps to be performed in Phase 3 of PASS Project,
including the improvement areas, is also addressed. The summary and
comparison are provided in the present document.

Step 2 of this operational safety assessment has consisted of:

- Consolidated event tree analysis (quantitative analysis), which included a
refinement of operational hazards (see more details in [REF 8]) and the
refinement of some assumptions defined in [REF 5]). The consolidated event
tree analysis contains the determination of consolidated safety objectives per
operational hazards [REF 9].

- Preliminary fault tree analysis (quantitative analysis) which permitted to
derive safety requirements for STCA based on the safety objectives defined
in the consolidated Event Tree Analysis. For that purpose, fault trees were
developed based on the refined list of operational hazards. Fault trees were
elaborated by decomposing the hazard in a combination of failures (a top-
down approach is adopted) linked by different gates: "AND" gates and "OR"
gates (see more details in [REF 10]).

- Safety requirements determination: This last step permitted to apportion
the safety objective to the different causes of a given operational hazard.
Safety requirements on basic causes common to several operational hazards
were derived from the most stringent apportioned safety objectives that were
applied through all fault trees, i.e. the most stringent frequency assigned to a
basic cause was retained (see more details in [REF 10]).

Document Overview

The objective of this document is to present a summary of all safety activities
(Step 1 and Step 2) that were performed during PASS project.

First objective in section 2 is to present the operational/functional hazard
assessment (OHA/FHA) performed in both Step 1 and Step 2: it provides the
initial — Step 1 — and the consolidated — Step 2 — hazards list, and describes how
hazards’ effects were assessed to permit safety objectives derivation.

In PASS project, this event trees analysis was selected to assess the operational
effects of hazards in order to define safety objectives to hazards, as required by
ESARR4 [REF 14]. A safety objective is a qualitative or quantitative statement
that defines the maximum frequency or probability at which a hazard can be
accepted to occur.

The basis for the consolidation activity performed in Step 2, was the refinement of
operational hazards (see more details in [REF 8]) and the refinement of some
assumptions defined in [REF 5])
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1.4.5. Afterwards, section 3 presents the preliminary system safety assessment
(PSSA): it describes how fault trees were developed to derive safety
requirements to STCA based on the safety objectives defined in the consolidated
Event Tree Analysis [REF 9] and how probability for each basic event was
determined thanks to fault tree analysis [REF 10]. This section also provides all
safety requirements done on STCA system thanks to the fault tree analysis.
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2. Operational / Functional Hazards Assessment (OHA / FHA)

2.1. Operational Safety Assessment Scope
2.1.1. The preliminary hazard identification (qualitative analysis) [REF 17] pointed
out the potential errors and malfunctions of the ATM system which are related to
the functioning of STCA or to the interoperability aspects of STCA and TCAS
analyzed as an overall concept. The study did not investigate the hazards related
only to TCAS. These are considered out of the scope of the PASS project and
have been already covered by other safety studies, such as those made in the
context of the IAPA [REF 27], ACASA [REF 28] and ASARP [REF 18] projects.
2.1.2. The diagram in Figure 1 represents the area of interest of the analysis delimited
by the light grey area, which excludes the part of the nominal sequence only
referred to TCAS. It is a combination of the STCA and TCAS loops, and is aimed
at depicting the nominal sequence of events in case of activation of a TCAS RA.
— Ground 1— — Air — ﬁ/
STCA Alert
Received TCAS TA
Received
v v
Resolving _Action TCAS RA
Determined Received
¥ v \
Instruction Instruction .
A A A cetoiahes
‘l, RA Report ‘1, v/ (auto/manual) j,
A ORI T— St LT mplementaton
Receved 4K =K =r ==X X g oedged | et Verified
J : e > Cloar of (J
AREPOM  wwemeneese® T ‘> Conflict Adv.
g;;g:szz Acinoi,@dgted ’ Aircraft Reconfigured Received
‘L : (auto/manual) \1/
Implementation Resume-Report Implementation Resume
Verified Received €~ ~-=—=~== Verfledd —~~ [~ ~———-— Cls:;r)ir:e
¥ \% ¥
Situation Resume Report Navigation
Observed Acknowledged -~ T T T T Continued
. | | .
Figure 1: The transition between STCA and TCAS control loops in case of TCAS RA
2.1.3. In the preliminary event tree analysis (quantitative analysis) [REF 5], the part

of the ATM system under assessment comprises the controller(s) assisted by
STCA to prevent collision between aircraft. The difference with the qualitative
analysis is that in the quantitative study, pilots are considered external to the
system under assessment. When controllers’ avoiding instructions are issued, the
presence or not of STCA in assisting controllers is assumed not to influence
pilots’ manoeuvres. Meanwhile the pilots’ behaviour to controllers’ instructions
(either by implementing or not the ATC instructions) is considered in the event
trees during the effects analysis of the hazards.
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2.1.4. Next figure illustrates the system under assessment considered in the
gquantitative analysis [REF 5] (STCA and controllers’ actions triggered by STCA in
the grey boxes) interacting with other external components in a given operating
environment (En-route or TMA). External components encompass pilots’ related
actions after receiving an avoiding instruction. Note that technical aspects related
to STCA, i.e. the components providing information to STCA to generate alerts
such as the Surveillance Data Processing, Environment Data Processing and
Flight Data Processing, have not been illustrated in this figure.

ENVIRONMENT: %
-TMA vs. En -route; *o,
-Traffic density ... .

0’: -
Q. I
o . 1
s I :
H ;  STCA Alert !
H
; : !
H . 1
3 : i _ .
. 1 . Pilot actions
5 I Situation ATCo I (- maneuversaccordingto ATC
kS . > 1 »| instruction)
", 1 Assessment instruction . - ManceuvresaccordingRA
%, . by ATCo 1 receivedon board
‘.’ 1 . - RAreportto ATC o
%o, I I - Visuallydetectsa conflic) R
.0

Figure 2: Boundaries of the System under Assessment

2.2. Step 1 - Identification of Basic Types of Hazards

2.2.1. Based on the analysis of ATC incidents extracted from the “Analysis of real ATC

Incidents” (WA1-WP4), [REF 2], the study has first identified 20 basic types of
hazards, classified into the following 7 main categories:

— STCA vs Conflict

— ATCvs STCA

— ATCvs TCAS

— Crew vs ATC Avoiding Instruction
— Crewvs TCAS

— Crew vs RA Report

- STCAvs TCAS.
2.2.2. The list of these basic types of hazards is provided in ANNEX B: Basic types of
hazards.
2.2.3. The study has then elaborated a list of 57 detailed scenarios, based on a

combination of same basic hazards with different contributing factors. Refer to
PASS — Operational Safety Assessment Interim Report, [REF 7]
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2.3. Step 1 - Initial List of Operational Hazards

2.3.1. The basic types of hazards defined in the previous qualitative analysis [REF 17],
have been identified at different levels. They map onto the system as shown in
the Figure 3 below.

2.3.2. According to EUROCONTROL SAM (Safety Assessment Methodology, FHA —
Chapter 3) they should be defined at the boundary of the ATM system under

assessment with the environment / external systems in order to be as close as
possible to the operations.

.....................
..............
------
--------
.......
. L
_____

.
L
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patosiut) = Pilot actions
STCA alert after TCAS RA Situati ( ’ e o
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by TCAS Assessment ¢ instruction i
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., 'S,L?él,(f;fﬁc reaction to genuine -TCAS RA and compatible/ contrary instruction R
".. _Late ATC reaction to genuine STCA simultaneously received by crew ‘,~'
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e Insufficient ATC rea'ctlon 10 STCA -Avoiding instruction by ATC contrary to RS
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‘e, ongoing TCAS RA
'~.,.. -Compatible/Contrary instruction issued to a/c
e, after TCAS RA report by crew

.
L
. v
........
. .
.............
------
.............................

Figure 3 : Failures and Hazard Identification Level

2.3.3. Hence, the following hazards have been defined at the level of “ATCO
instruction™:

EUROCONTROL HQ ATC Domain — DSNA, Deep Blue, Egis Avia & QinetiQ — PASS Project Page 14/48



Operational Safety Assessment Final Report
PASS/WA4/WP5/162/D

10-09-2010
Version 1.1

Initial Hazard Title Initial Hazard Definition

OH1:

Lack of ATCO instruction to
solve a short-term conflict

The ATCO does not issue any avoiding instruction,
although there is a real short-term conflict with Loss
of Separation (LOS) (See qualitative safety analysis
[REF 17], 83.4.4).

OH2:

Late ATCO instruction to
solve a short-term conflict -
no interaction with TCAS RA

The ATCO issues an avoiding instruction with delay
such that he/she cannot prevent LOS but with time
prior to a potential TCAS RA.

OH3:

Avoiding instruction by ATCO
received  shortly  before
TCAS RA

The ATCO - unaware of the TCAS RA that the crew
is going to receive - issues an avoiding instruction
(See qualitative safety analysis [REF 17], 83.4.9)

OH4:

TCAS RA and ATCO
instruction simultaneously
received by crew

The ATCO - unaware of the imminent TCAS RA -
issues an avoiding instruction which is received by
the crew at about the same time as the TCAS RA
(See qualitative safety analysis [REF 17], 83.4.9).

OH5:

Avoiding instruction by ATCO
received after an ongoing
TCAS RA

The ATCO issues an avoiding instruction while the
flight crew has already received a TCAS RA (See
gualitative safety analysis [REF 17], §3.4.9).

OH6:

Insufficient ATCO instruction
to solve a short-term conflict

The ATCO issues an avoiding instruction to solve a
short-term conflict, which does not allow to maintain
or restore separation (See qualitative safety analysis
[REF 17], 83.4.4).

OHT7:

Incorrect ATCO instruction to
solve a short-term conflict

The ATCO issues a corrective instruction to solve a
short-term conflict that leads to a reduction of the
safety margins instead of an increase (See
gualitative safety analysis [REF 17], §3.4.4).

2.4.

2.4.1.

2.4.2.

2.4.3.

Table 1: Initial List of Hazards retained for the Preliminary Event Tree Analysis

Step 2 — Consolidated List of Operational Hazards

In the context of WP2 (Consolidated Operational Hazard Analysis) in step 2, the
list of hazards described above was partially reviewed based on expert judgment,
on the analysis of other ACAS-related studies [REF 20] and on a deeper
understanding of cognitive aspects related to the performance of pilots and

controllers.

In some cases the hazards were modified in their definition to reflect a different
structure of the corresponding event tree. In other cases the hazards originally
proposed were split in to two different hazards in order to represent different
operational situations. Finally other hazards were excluded from the overall list
and considered already covered by other hazards.

The following section summarizes all the changes and their rationale, while the
table in the final Section 3 presents the consolidated list and the relations with the

original hazards.
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2.4.4.

2.4.5.

2.4.6.

2.4.7.

2.4.8.

OH1 and OH2, respectively “Lack of ATCO instruction to solve a short-term
conflict” and “Late ATCO instruction to solve a short-term conflict - no interaction
with TCAS RA” remained unchanged.

OH3 and OH4, respectively “Avoiding instruction by ATCO received shortly
before TCAS RA” and “TCAS RA and ATCO instruction simultaneously received
by crew” have undergone similar modifications, including:

e The incompatibility between Al and TCAS RA has become a
defining element of the OH and not just a barrier as in the previous
version.

e All cases in which Al and TCAS RA are compatible are not
considered anymore among the hazards;

e Adistinction between en-route and TMA areas has been added.

As far as the third modification is concerned (third bullet above), the analysis of
recent studies [REF 20] put in evidence that the lower the level at which aircraft
are flying, the lower is the pilot compliance rate to RAs. Particularly the
monitoring of three major European TMAs for a significant period showed an
average rate of pilot's compliance to RAs of about 60%. While in the Preliminary
Event Tree Analysis [REF 5] — which assumed ACAS related events to occur only
in en-route environments — this rate was fixed to 90%. Actually the data
monitored in TMA are influenced by several factors which are generally not part
of the core of the PASS project, such as the role played by non-controlled
aircraft, by VFR and by TCAS-unequipped aircraft. Nevertheless it was deemed
necessary to distinguish the rate of pilot compliance to RA in at least two broad
categories.

The three modifications described above led to convert the original hazard OH3
into OH3 and OH5, and the former OH4 into OH4 and OH6.

Initial OH New OH

OH3 (= en-route)

OHS3 - Al before RA
OH5 (= TMA)

OH4 (= en-route)

OH4 - Al simultaneous to RA
OH6 (= TMA)

Finally the original OH5, “Avoiding instruction by ATCO received after an ongoing
TCAS RA” has been removed from the list of hazards under assessment. This
situation has been considered already covered by other hazards.
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2.4.9. The former OH6 and OH7, respectively “Insufficient ATCO instruction to solve a
short-term conflict” and “Incorrect ATCO instruction to solve a short-term conflict”
have been retained with the original definition. Nonetheless they are neither
further analyzed in the Event Tree Analysis nor in the Fault Tree Analysis as they
are not expected to bring any specific requirement.
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OH1:

Lack of ATCO instruction to solve a
short-term conflict

The ATCO does not issue any avoiding
instruction, although there is a real short-term
conflict with Loss of Separation (LOS)

- Same as former OH1

OH2:

Late ATCO instruction to solve a short-
term conflict - no interaction with TCAS
RA

The ATCO issues an avoiding instruction with
delay such that he/she cannot prevent LOS
but with time prior to a potential TCAS RA.

- Same as former OH2

OH3:

Avoiding instruction by ATCO received
in en route area prior to a TCAS RA and
incompatible

The ATCO, unaware of the TCAS RA that the
crew is going to receive, issues an avoiding
instruction in opposite direction to the
subsequent TCAS RA. The time delay
between the Al and the RA is sufficient for the
pilot to start an avoiding manoeuvre2. The
hazard occurs in an en-route airspace.

- Similar to former OH3

- Incompatibility between Al and TCAS RA
added

- Specification of en-route airspace location
added

OH4:

Avoiding instruction by ATCO received
in en-route area simultaneously to a
TCAS RA and incompatible

The ATCO -unaware of the imminent TCAS
RA- issues an avoiding instruction which is
received by the crew at about the same time
as the TCAS RA but in opposite direction. The
hazard occurs in an en-route airspace.

- Similar to former OH4

- Incompatibility between Al and TCAS RA
added

- Specification of en-route airspace location
added

OHS:

Avoiding instruction by ATCO received
in TMA prior to a TCAS RA and
incompatible

The ATCO, unaware of the TCAS RA that the
crew is going to receive, issues an avoiding
instruction in opposite direction to the
subsequent TCAS RA. TCAS RA. The time

- Similar to former OH3

- Incompatibility between Al and TCAS RA
added

2 Note that in this context the time delay is referred to the possibility for the pilot to start implementing a manoeuvre and does not imply that the

manoeuvre is actually implemented.
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delay between the Al and the RA is sufficient
for the pilot to start an avoiding manoeuvres.
The hazard occurs in a TMA airspace

- Specification of TMA location added

OH6: Avoiding instruction by ATCO received
in TMA simultaneously to a TCAS RA
and incompatible

The ATCO -unaware of the imminent TCAS
RA- issues an avoiding instruction which is
received by the crew at about the same time
as the TCAS RA but in opposite direction. The
hazard occurs in a TMA airspace

- Similar to former OH3

- Incompatibility between Al and TCAS RA
added

- Specification of TMA location added

- Same as former OH6

- Same as former OH7

3 See note 1.

Table 2 : Consolidated List of Hazards
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2.5.

2.5.1.

2.5.2.

2.5.3.

2.5.4.

2.5.5.

2.5.6.

2.5.7.

Hazards Effects Assessment

As already said before, hazards effects have been assessed by way of event
trees. In an event tree diagram, each branch level describes a barrier. The trees
are typically built on a binary accounting for the “success” or “failure” of the
barrier or mitigation means in becoming effective. At the end of each branch, the
effects of the hazards have been assessed along with the corresponding Severity
Class as per ESARR4 [REF 14], and the probability that the hazard generates
that effect (“Pe”) is calculated based on the success/failure probability of each
concerned barrier. An example of Event Tree is provided in annex D.

Barriers of hazards represented in the event trees are mitigation means that help
in detecting and recovering from a hazard. These barriers hence are intended to
reduce the hazard operational effects and/or their occurrence. It is recognised
that there exist barriers that prevent the hazard from occurring, which are not
addressed in this paper. The current safety assessment concentrates on hazard
effects and assumes the hazard has already occurred.

In general barriers are external to the system under assessment and correspond
to procedural and environmental factors. A list of Environmental Conditions (EC)
and External Mitigation Means (EMM) are then derived from this assessment.
They are expressed in the form of a requirement or an assumption depending on
the nature of the mitigation means.

Note that the Environmental Conditions (EC) are elements of the environment
such as the type of airspace, traffic density, and that they can also aggravate the
effects of the hazards.

Concerning the External Mitigation Means (EMM) they are procedures that
mitigate hazards’ effects.

It is recalled that as recommended by ED125 [REF 22] barriers that shall be
excluded from the risk mitigation strategy are:

— Airborne Safety Nets;

— Mitigation means that have already been taken into account as internal to
the system under assessment.

Afterwards, the efficiency of each barrier has been determined. It corresponds to
a quantitative probability of success or failure of the barrier. These probabilities
have been obtained from other projects, such as ASARP [REF 18], FARADS,
from safety engineering judgement, from WAL documents (Monitoring of ATC
incidents, using results from “Analysis of SNET performance based on monitoring
data” PASS document (doc 64) [REF 3], “Descriptive analysis of observed SNET
performance” PASS document (doc 90) [REF 4], etc.) and some others from
initial values from WA2.
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2.6.

2.6.1.

2.6.2.

2.6.3.

2.6.4.

2.6.5.

2.6.6.

Safety Objectives Derivation

One main input for the calculation of the Safety Objectives are the safety targets
apportioned to the System under assessment.

ATM Safety Targets (corresponding to the maximum tolerable frequency of
occurrence of effects directly caused by ATM for the severity classes 1 to 4
according to ESARR4) have been apportioned to the system under assessment
and the retained Safety Targets are provided in the following table. The detailed
process developed to derive these Safety Targets is explained in annex A of this
document.

Severity Safety Target
Class [per flight hour]

1 3.0E-09

2 3.0E-06

3 3.0E-05

4 3.0E-03

Table 3: Apportionment of ATM Safety Targets to be considered

For each hazard and each possible severity class, Safety Objectives (SO) have
been calculated based on the Safety Targets (ST), the probability of effects (Pe),
i.e. the probability that the hazard will lead to operational effects of this severity
class, and the number of hazards identified for this severity class, using the
following formula:

SO. = i where i corresponds to each Severity Class (i from 1 to 4), Pei is

' PexN,
the probability for the hazard to have a severity SCi and Ni corresponds to the
number of hazards having credible effects in that severity class i.

Finally, the safety objective derived to each hazard corresponds to the most
stringent frequency determined by the above formula. This Safety Objective is
then retained as input to the subsequent Fault Tree Analysis for each hazard. It is
a simple way to directly ensure that if the most stringent safety objective is met
for each hazard, then the other less stringent safety objectives of the remaining
severity classes will be consequently met.

It is assumed that the same number of hazards apply in En-Route and in TMA as
provided in the following table. Therefore for each Severity class Ni is equal to 6
in both types of airspace.
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Hazards in En-Route Hazards in TMA

OH1
OH2
OH3
OH4
OH5
OHG6
OH7
OH8

Total number of
hazards: 6

Total number of
hazards: 6

Table 4 : Number of Hazards per Airspace

2.6.7.

values) and Safety Obijective (SO) for each hazard.

2.6.8.

This table below provides a summary of the severity, the probability of effects (Pe

Safety Objectives are expressed per flight.hour but for a better understanding

they are also converted into Safety Objectives per year. Two examples are
provided in the following table, as these SO depend on the volume of traffic that a
given ATSU handles in a year. ATSU-1 has a volume of 100 000 flight hours per
year (corresponding to, e.g., one En-Route ATSU in France) and ATSU-2 has a
volume of 500 000 flight hours per year (corresponding to an ATSU equivalent to

the size of MUAC).

. Safety Objective SO/ATSU -1 | SO/ ATSU -2
Hazard Severity | Pe Value . 100 000 flight | 500 000 flight
[Per flight.hour] hours per year | hours per year
OH1: Lack of ATCO instruction 0.8 event 4 events
to solve a short-term conflict - 2 6.0E-02 8.3E-06 ev.ery year every year
no interaction with TCAS RA
OH2: Late ATCO instruction to 45 events 295 events
solve a short-term conflict - no 3 1.1E-02 4.5E-04 every vear every vear
interaction with TCAS RA Yy yy
OH3: Avoiding instruction by
ATCO received in en route 0.7 event 3.6 events
area prior to a TCAS RA and 2 6.98-02 7.2E-06 every year every year
incompatible
OH4: Avoiding instruction by
ATCO_received in en route > 5 7E-02 8.8E-06 0.9 event 4.4 events
area simultaneously to a TCAS every year every year
RA and incompatible
OH5: Avoiding instruction by 1.3E-01
ATCO received in TMA prior to 2/1 (sev 2) 3.8E-06 0.4 event 2 events
a TCAS RA and incompatible 1.3E-04 3.8E-06 every year every year
(sev 1)
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_ Safety Objective SO /ATSU -1 | SO/ ATSU -2
Hazard Severity | Pe Value (Per flight.nour] | 100 000 fight | 500 000 fight
ght. hours per year | hours per year
OHS6: Avoiding instruction by
ATCO received in TMA 1/2 8.5E-05 5 8E-06 0.6 event 3 events
simultaneously to a TCAS RA ' every year every year
and incompatible

2.6.9.

2.6.10.

2.6.11.

2.6.12.

2.6.13.

Table 5: Safety Objectives Results

For OH5 and OH6 the two severity classes 1 and 2 tend to provide the most
credible effects.

Safety objectives values are provided with one decimal but it is recognised that
these results are not so precise as these values are built upon assumptions that
are based on expert judgement or statistical data.

These Safety Objectives are quite demanding but note that the likelihood of
occurrence of short-term conflicts is included in the likelihood of occurrence of
each hazard, e.g. there is a need to combine the probability of having a conflict
and the ATCO not to intervene for OH1 to occur (either ATCO does not intervene
to a genuine STCA Alert or lack of genuine STCA alert and ATCO does not
detect there is a short-term conflict).

Also note that these demanding Safety Objectives are derived from the risk
mitigation strategy applied, which excludes pure luck and the airborne safety net
from the barriers that can mitigate the effects of the hazards.

Finally the interaction between the prevention of collision by ATCOs assisted by
STCA and the airborne safety net, i.e. TCAS, is explored through the analysis of
OH3 to OH6 effects and related Safety Objectives.
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3. Preliminary System Safety Assessment - PSSA

3.1. Logic Design Description
3.1.1. Across Europe, the STCA system is composed of common algorithms used to
detect conflicts but individual implementations use various STCA parameter
values. Some additional features are present in only some existing STCA
systems.
3.1.2. The inputs to and outputs from the reference STCA system are presented in the
STCA context diagram and is extracted from the EUROCONTROL Guidance
Material for Short Term Conflict Alert- Appendix A: Reference STCA System
[REF 19]:
Surveillance . Environment
Data Ehght D‘?‘a Data
Processing rocessing Processing
ls.urveillance data lﬂight data lg:;i“’"“‘e"t data
parameters
Short Term Conflict Alert (STCA)
. A alerts and . "
options status options status pertinent data
Contraoller Supervisor
Working Working Recording
Positions Positions
Figure 4 : STCA interface with external devices
3.1.3. As llustrated in the figure above, STCA should obtain information from

Surveillance Data Processing, from Environment Data Processing and possibly
from Flight Data Processing in order to generate alerts [REF 19]:

— Surveillance data including tracked pressure altitude information should be
used to predict conflicts

— Flight data should be used as follows:
o Typel/category of flight: to determine the eligibility for alert generation
o RVSM status: to apply appropriate parameters in RVSM airspace
e Concerned sector(s): to address alerts

o Cleared/Block Flight Levels: to increase the relevance of conflict
prediction

e Type of aircraft/wake turbulence category

e Number of aircraft: to apply appropriate parameters for formation
flights
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3.1.4.

3.1.5.

3.1.6.

3.1.7.

e Manually entered Flight Levels: to compensate for missing pressure
altitude information

— Environment data and parameters should include parameters to configure
STCA for distinct volumes of airspace

Various optional features exist, and the most relevant ones for this safety
analysis concern the use of CFL or SFL to predict conflicts appearing on the
vertical plane.

Other STCA features can affect the detection of conflicts on the horizontal plane.
These include current proximity filter and turning prediction filter [REF 19].

The last main option concerns the Multi-Hypothesis Feature applied in specific
geographic area (based on the knowledge of the local ATC procedure).

In the frame of PASS, during the fault tree analysis and during the safety
objectives allocation three different configurations of STCA were considered:

e First, STCA does not use any filter (OPTION 1)
e Second, STCA only uses CFL filter (OPTION 2)

e Third, STCA uses all available filters (CFL, SFL, Multi Hypothesis
Features, Proximity Filter and Turning Prediction Filter) - (OPTION 3)
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3.2.

3.2.1.

3.2.2.

3.2.3.

3.3.

3.3.1.

3.3.2.

3.3.3.

Fault Trees Development

Fault trees were developed based on the refined list of operational hazards
presented in the ‘Consolidated List of Operational Hazards’ document (paper
151) [REF 8].

Fault trees were constructed by decomposing the hazard in to a combination of
failures (a top-down approach is adopted) linked by different gates: "AND" gates
(where all the input conditions must apply for the failure to occur) and "OR" gates
(where any one of the input conditions is sufficient for the failure to occur).

In the fault trees, several kinds of basic events were combined to lead to the
hazard. Those different kinds of basic events are presented hereafter:

— Basic event could be human failure to operate a basic task such as conflict
detection for ATCo, or ATCo instruction execution for a Pilot.

— Basic event could be an external event to the STCA system (technical or
not) like “Two A/C are on collision course” or “Transponder failure”

— Basic event could be an internal STCA failure like ‘Erroneous design of
STCA algorithm’

— Basic event could also be a conditional event like ‘STCA use SFL’ or
‘STCA does not use current proximity filter’. Value of this kind of event
could be 0 or 1 depending on the STCA configuration.

Basic Causes Probability Determination

Safety objective of the different causes of a given hazard were determined by
combining two methods:

— A top-down allocation process: it consists in allocating the safety
objectives towards the gates and finally the basic events composing the
fault tree. This technique is usually applied for new systems.

— A bottom-up allocation process: it consists in assigning a probability to
each basic event based on engineering judgement.

Probability concerning an external event, or an external failure (e.g.: Two A/C are
on collision course, ‘Radar Processing Failure’....) was determined based on
statistical studies performed through simulations, or events reporting (e.g. [REF
23]), or based on engineering judgement. All these values were taken as
assumptions. When an event is used in several fault trees, its probability is
always the same. An illustration of this process is presented in annex C, 8§5.14.5.

Probability concerning a human failure (e.g.: Lack of ATCO detection of a short
term conflict — no STCA) was determined based on statistical studies performed
through simulations or events reporting (e.g. [REF 23], [REF 25]); or based on
engineering judgement. All these values were taken as assumptions. When a
human failure is used in several fault trees, its probability is always the same. An
illustration of this process is presented in annex C, §5.14.5.
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3.3.4.

3.4.

3.4.1.

3.4.2.

3.4.3.

3.4.4.

3.4.5.

3.4.6.

The three “selected” configurations of STCA have an impact in the occurrence of
OH2. Indeed depending on the option implemented in STCA, some type of
vertical or horizontal conflict geometry might be detected at the earliest
opportunity (does not lead to OH2) or with delay (leads to OH2). Safety objective
of OH2 was apportioned to these various configurations, and the most stringent
one, i.e. OPTION 1 (no option), derived the most stringent safety requirements to
STCA.

Quantitative Safety Requirements Derivation

During this study certain events were present in more than one fault tree. To
express a safety requirement applicable to all fault trees, the most stringent
‘apportioned’ safety objective for each event was taken into account and used in
all the trees where that event appeared (see [REF 10] for more details).

For example, if you consider Event 39 ‘Late STCA alert due to tight parameters
setting (success case)’, this event is implied in fault tree of OH2 -3 -4 & 5. To
determine safety requirements applicable to this event we had used a Top Down
approach by deriving OH top level safety objective on different event which are
composing fault tree.

Then, after derivation of top level OH safety objective, we had determined 4
different safety requirements applicable to EVENT 39 :

e For OH 2 safety requirement for Event 39 is equal to 1.14e-3 / flight hour
e For OH 3 safety requirement for Event 39 is equal to 2.7e-4 / flight hour

o For OH 4 safety requirement for Event 39 is equal to 4.48e-4 / flight hour
o For OH 5 safety requirement for Event 39 is equal to 9.65e-5 / flight hour

Safety requirements applicable to EVENT 39 is the most stringent value
presenter here above then it is 9.65e-5 / flight hour

This study only addresses quantitative safety requirements due to time limitation
constraints. No additional qualitative safety requirements (such as on procedures
validation, training) were developed. Generally, safety requirements for human
element take the form of training requirements for using a system or procedure.

In the following table, the most stringent value for each event (derived from OH1
and OHb) is presented and the derived safety requirement is defined in the third
column.

As expressed in previous section, the value concerning an external event, an
external failure or a human error was considered as an assumption to permit the
determination of adapted safety requirement on the STCA system only and / or
associated procedure(s). Indeed these values can not lead to safety
requirements on STCA because they are not within STCA perimeter or because
they concern human failure. The complete list of requirements and assumptions
is presented in [REF 10] .
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Event Title Stringent Stringent Safety Requirements
frequency value | Frequency Value
Origin (OH)

Event 23 ‘Erroneous 2.1e-4/ flight hour OH1 The likelihood of an

implementation of STCA erroneous implementation

parameter region’ of STCA parameter region
shall be less than 2.1le-4
per flight hour.

Event 25 'SSR code / 2.1e-4/ flight hour OH1 The likelihood that a SSR

flight ID erroneously code [/ flight ID is

inserted in the erroneously inserted in the

suppression list of STCA’ suppression list of STCA
shall be less than 2.1e-4
per flight hour.

Event 27 ‘Erroneous | 9.65e-5/ flight hour OH5 The likelihood of an

design of STCA erroneous implementation

algorithm’ of STCA parameter region
shall be less than 9.65e-5
per flight hour.

Event 37 ‘Late STCA | 9.65e-5/flight hour OH5 The likelihood of a late

alert due to erroneous STCA alert is issued due to

parameters setting’ erroneous parameters
setting shall be less than
9.65e-5 per flight hour.

Event 39 ‘Late STCA | 9.65e-5/flight hour OH5 The likelihood of a late

alert due to tight STCA alert is issued due to

parameters setting tight parameters setting

(success case)’ shall be less than 9.65e-5
per flight hour.

Event 43 ‘Error in| 9.65e-5/ flight hour OH5 The likelihood of an error in

implementation of STCA implementation of STCA

parameter region’ parameter region shall be
less than 9.65e-5 per flight
hour.

Event 56 ‘Lack of STCA 2.1e-4/ flight hour OH1 The likelihood of an Lack of

alert due to tight STCA alert due to tight

parameters setting’ parameters setting shall
be less than 2.1e-4 per
flight hour

STCA - LOSS ‘STCA out 2.1e-4/ flight hour OH1 The likelihood of having

of service’ STCA out of service shall
be less than 2.1e-4 per
flight hour.

STCA - NUISANCE | 1.15e-3/flight hour OH1 The likelihood of an
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Event Title Stringent Stringent Safety Requirements
frequency value | Frequency Value
Origin (OH)
‘Excessive nuisance excessive nuisance STCA
STCA alert rate’ alert rate shall be less than
1.15e-3 per flight hour.
STCA - FALSE ‘| 1.15e-3/flight hour OH 1 The likelihood of an

Excessive false STCA
alert rate

excessive false STCA alert
rate shall be less than
1.15e-3 per flight hour.

Table 6 : Safety requirements to STCA system.

3.4.7. The final likelihoods of the hazards (based on the most stringent values from
table above) are presented in the next table and are compared against the safety
objectives. Event values used to operate this complete fault tree computation are
those one determined through safety requirements elaboration process. For each
event, most stringent value had been determined as illustrated in 3.4.2 & in 3.4.3.
After those values had been determined, they had been applied in all fault trees
and computation had been performed to be sure that safety requirements
determined ensure to met all top level safety objective determined for each OH.

3.4.8. After computation it is established that safety objectives are met for all hazards.
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3.4.9. Note that only Option 1 (i.e. STCA with no option) for OH2 top event computation
is represented below.

Hazard title Safety objective (per | Top event result (per flight
flight hour) hour)

OH1: Lack of ATCO instruction to

solve a short-term conflict 8.3E-06 7.94E-06

OH2: Late ATCO instruction to
solve a short-term conflict -
no interaction with TCAS
RA

4.5E-04 2.33E-04

OH3: Avoiding instruction by
ATCO received in en-route
area prior to a TCAS RA
and incompatible

7.2E-06 2.85E-06

OH4: Avoiding instruction by
ATCO received in en-route
area simultaneously to a
TCAS RA and incompatible

8.8E-06 9.48E-07

OH5: Avoiding instruction by
ATCO received in TMA
prior to a TCAS RA and
incompatible

3.8E-06 2.85E-06

OH6: Avoiding instruction by
ATCO received in TMA
simultaneously to a TCAS
RA and incompatible

5.8E-06 9.48E-07

Table 7: Fault Trees computation results
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4.

Conclusion

4.1.1. Along the entire PASS project, safety-related work took a major place with the
conduct of different activities. Firstly focused on operational hazards identification and
risk assessment, the safety assessment process was focused in a second time on the
determination of the (human and system) failure modes possibly leading to these
operational hazards. Finally, the process permitted to elaborate generics requirements
on the STCA system.

4.1.2. Operational hazards have been identified in two sequential steps. In a first step,
basic operational hazards have been identified thanks to a strong collaboration between
operational, technical and safety experts. This first operational hazard list has been
refined in a second time to be more coherent with an agreed operational context and
with some operational particularities. These two steps of operational hazard identification
and refinement permitted to define consolidated event-trees and to apportion ATM safety
targets on STCA-related operational hazards (without considering any involvement of
TCAS as part of the mitigation means). It is important to note that it is one of the very
first times that ATM safety targets have been apportioned on a safety-net like STCA (in
accordance with the ESARR4 requirements for risk assessment in ATM).

4.1.3. Following operational hazards refinement and safety target allocation, a series of
fault-trees has been created to permit the elaboration of safety requirements on the
STCA system. To permit to only apportion requirements on the system it-self,
hypotheses on human failures and on external event occurrence rates have been made
and applied to all fault-trees. Following a top-down apportionment of the safety
objectives on the fault-trees, safety requirements have been issued on different STCA
failures. To permit this apportionment, a conservative approach has been taken that
considered a basic STCA configuration which does not use any optional feature.

4.1.4. Itis worth noting that the safety requirement concerning a particular failure which
is involved in several fault-trees has issued from the most stringent failure frequency.
Following this apportionment, it was also necessary to verify that the safety objectives
defined during operational hazard analysis are met.

4.1.5. It is important to note that all derived safety requirements are generic ones and
that they are based on hypotheses made on human failures, external event occurrences
and on STCA configuration. To permit the elaboration of local safety requirements,
which will correspond to specific ANSP needs, the whole process followed in this safety
assessment would need to be customised with local ANSP input data.
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ANNEX A: PROCESS FOR APPORTIONNING THE ATM SAFETY
TARGETS

5.1.

5.2.

5.3.

5.4.

5.5.

ESARR4 [REF 14] has established a Target Level of Safety for accidents
(Severity Class SC1), 1.55E-08 flight.hour, which corresponds to the overall
maximum frequency of accident whatever the type of accidents (e.g. mid air
collision, controlled flight into terrain), directly caused by ATM for the ECAC area.

The European ED125 pending Document [REF 22] proposes a maximum
tolerable frequency for the other severity classes. The Risk Classification
Scheme (RCS) that sets the maximum ATM Safety Targets to be used as input to

the project is presented in Table 8.

Note that this safety assessment is focused on current operations and not on
future operations. Therefore no ambition factor has been considered to account

for traffic growth.

Severity ATM Safety Target
Class [flight hour]
1 1.0E-08
2 1.0E-05
3 1.0E-04
4 1.0E-02

Table 8: Safety Targets Based on ESARR4 Approach (ED125)

The main accidents categories where ATM can make a significant contribution,
either in causing or preventing accident, are:

— Mid-air collision

— Controlled flight into terrain (CFIT)

— Wake turbulence accident
— Runway collision
— Taxiway collision.

For the other accidents categories (loss of control in flight, take-off, landing,
structural accident or fire/explosion), direct contribution of ATM is negligible.
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5.6.

5.7.

5.8.

5.9.

5.10.

5.11.

The above categories are extracted from a EUROCONTROL document [REF 26]
and are consistent with ESARR2 “Reporting and Assessment of Safety
Occurrences in ATM” [REF 12] accident categories with the exception of the
“wake turbulence” one, but this latter was considered to be of potential
importance for ATM in that document [REF 26].

Two accident categories are applicable in the context of the PASS study. Indeed,
the system under assessment (controllers assisted by STCA to prevent collision
between aircraft) plays an important role in the prevention of mid-air and wake
turbulence accidents.

In this EUROCONTROL document [REF 26], an analysis of historical accident
rates was performed for each of these above accident categories. It is also
assumed that ATC is the only element of ATM that contributes to the direct
causes of accidents.

The contribution of ATC direct causes to each accident category that involved
commercial flights in 2005 in the ECAC region is provided in the following table
and is directly extracted from that report. It appears that these two accident
categories, mid-air collision and wake turbulence accident, contribute to 33.52%
of total accidents directly caused by ATC.

Fatal accident . Frequency of Fatal % of fatal
ATC Direct . : . !
frequency per causes accident directly | accidents directly
flight in 2005 caused by ATC caused by ATC
Mid-air collision 5.40E-09 64.50% 3.48E-09 31.46%
Runway collision 3.30E-08 18.90% 6.24E-09 56.34%
Taxiway collision 3.40E-09 9.20% 3.13E-10 2.83%
CFIT 5.40E-08 1.50% 8.10E-10 7.32%
Wake turbulence
- 0, - 0,
accident 3.30E-09 6.90% 2.28E-10 2.06%
Loss of control in
flight* 1.30E-07 -
Loss of control in
take-off* 4.80E-08 -
Loss of control in
landing* 6.40E-08 -
Structural accident 1.60E-08 -
Fire/explosion 2.20E-08 -
TOTAL 3.79E-07 - 1.11E-08 100.00%

Table 9: Contributions of ATC to Direct Causes of Fatal Aircraft Accidents for
Commercial Flights within ECAC Region in 2005

Potential ATM contributions to these accidents categories have not yet been
estimated.

In this report it is assumed an average flight duration of 1.5 hour.
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5.12. It is proposed to retain a more conservative value in the current analysis, viz.
30%, (in order to keep safety margins due to the uncertainties of statistical data
handling) and to apply it to the total ATM TLS for all severity classes. The final
TLSs corresponding to the retained risk budget that is used to derive safety
objectives to “mid-air collision prevention” task by ATC assisted by STCA, are

provided in the following table:

Severity Safety Target
Class [flight hour]
1 3.0E-09
2 3.0E-06
3 3.0E-05
4 3.0E-03

Table 10: Apportioned Safety Targets
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ANNEX B: Basic types of hazards

. Severity
Category Basic Type of Hazard Class4
Lack of genuine STCA alert 3
Late STCA alert (i.e. below 20s before loss of separation) 3
STCAvs. |Delayed STCA alert (between 20s and 40s before a loss of 4
Conflict separation)
False STCA alert 3/4
Nuisance STCA alert 3/4
Lack of ATC reaction to genuine STCA alert 3
ATC vs. Late ATC reaction to genuine STCA alert 4
STCA . . .
Insufficient ATC reaction to genuine STCA alert 3/4
Incorrect ATC reaction to genuine STCA alert 3/4
TCAS RA and compatible ATC instruction simultaneously 5
received by crew
TCAS RA and contrary ATC instruction simultaneously 4
received by crew
ATC Avoiding instruction by ATC contrary to subsequent TCAS RA 4
VS,
TCAS o _ )
Avoiding instruction by ATC contrary to ongoing TCAS RA 3/4
Compatible instruction issued to a/c after TCAS RA report by 5
crew
Contrary instruction issued to a/c after TCAS RA report by 3/4
crew
Lack of TCAS RA report by crew 4/5
Crew vs. RA
report Late TCAS RA report by crew (40 seconds after TCAS RA) 5
(after the clear of conflict)
Time overlap between STCA alert and TCAS RA (less than 4
15s before the TCAS RA activation)
STCA vs.
TCAS STCA alert after TCAS RA 3
STCA alert after Clear of Conflict advice by TCAS 4

4 N.B. Class 1 is the most severe; class 5 is the least severe.
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ANNEX C : EXAMPLE OF AN EVENT TREE ANALYSIS

5.13. This annex provides the event tree of hazard OH3: “Avoiding instruction by ATCO
received in en-route area prior to a TCAS RA and incompatible”.

5.14. Detailed Hazard Effects Analysis

5.14.1. The layout of the event tree is the following:
- The left-hand column shows the initiating event, i.e. the hazard in question.

- The second column from the right provides the consequences and the
corresponding severity class of the various possible outcomes of the hazards.

- The intervening columns show the barriers that were identified as providing
potential mitigation of the consequences of the hazard. The Q values show
the probability that the related barrier would not be successful. The term “null”
signifies that a barrier is not applicable in a given path.

- It is usual to show the mitigations in the order in which they are most likely to
occur in order to aid understanding and help ensure that the logic is complete
and correct.
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OH3: Avoiding instruction Pilot maneuvers according | 'See and avoid' principle Conflict leads to large NMAC instead of Consequence Frequency
by ATCO received in to RA (ATC intervention reduction in separation collision
en-route area prior to a prior to RA) in En-Route rather than NMAC in
TCAS RA and incompatible En-Route
w=1.00 Q=2.30e-1 Q=3.00e-1 Q=6.60e-3 Q=1.00e-1 1.00
Success:Q=7.70e-1 Null:Q=1 Null:Q=1 Null:Q=1:scenario | TCAS RAmitigation is 770601
out of the scope ’
Success:Q=7.00e-1 Null:Q=1 Null:Q=1:scenario Il Large loss of separation
under control by ATC or | 1.61e-1
pilot: SC3
. o o L . Large reduction in
Failure:Q=1.00 Success:Q=9.93e-1 Null:Q=1:scenario Il separation with no 68500
control by ATCO nor pilot:| ~*
SC2
Failure:Q=2.30e-1
. SuccessQ=9.00e-1:scenario Large reduction in
Failure:Q=3.00e-1 1\ separation with no 41004
control by ATCO nor pilot:|
SC2
Failure:Q=6.60e-3
Failure:Q=1.00e-1:scenario
\%
Accident: SC1 4.55e-5

Figure 5: Event Tree “Avoiding instruction by ATCO received in en-route area prior to a TCAS RA and incompatible”.
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5.14.1.1.

5.14.1.2.

5.14.1.3.

5.14.1.4.

5.14.1.5.

5.14.1.6.

5.14.1.7.

5.14.2.
5.14.2.1.

5.14.2.2.

Five possible effects scenarios have been identified after OH3.

In this hazard considered, the pilot who receives the avoiding instruction has time
to start the manoeuvre but a few seconds later he/she receives a TCAS RA that
is contrary to the avoiding instruction (e.g. an instruction to expedite climb is
received when the RA requires a level-off). Because ATCO/STCA and TCAS are
two independent loops the worst case is considered when the ATCO avoiding
instruction and the TCAS RA are contradictory.

In the nominal sequence, in the event of an RA, pilots have to follow the TCAS
RA even if there is a conflict between the RA and an ATC avoiding instruction to
manoeuvre. Then this effect falls outside the scope of the Event Tree analysis
and no ESARRA4 severity class is assigned to this effect.

But experience shows that pilots do not always do this (see 85.3.7 of [REF 18]).
The case where a small proportion of pilots may give precedence to a controller
instruction over an RA is considered in the event tree.

Manoeuvres opposite to the sense of an RA might result in a reduction in vertical
separation with the threat aircraft, especially when coordinated RA are triggered
in both aircraft involved in the conflict. It might be ultimately mitigated by visual
acquisition as the pilot is aware of the existence of a threat (see scenario Il), the
second barrier in the event tree. A severity 3 is assigned to that scenario.

If the “see and avoid” principle barrier fails and aircraft are close, it will not always
lead to a collision. Indeed, some conflict configurations exist where the minimum
distance between aircraft is more than 500 ft but less than 50% of separation
minima. In such a case, the hazard effect is a large reduction in separation
without crew and ATC controlling the situation. Therefore a severity of 2 is
assigned to this scenario (cf. scenario Il in the event tree above).

Finally it is generally reckoned that 10% of the cases, an NMAC could be a
collision [REF 18] (severity 2, see scenario IV in case of NMAC and severity 1,
see scenario V for the accident sequence - mid-air-collision or wake vortex
accident).

Barriers Summary

The following table provides a summary of the barriers that have been identified
as mitigating the effects of the hazard “Avoiding instruction by ATCO received in
en-route area prior to a TCAS RA and incompatible”.

The last column provides the probability of success of each barrier.

EUROCONTROL HQ ATC Domain — DSNA, Deep Blue, Egis Avia & QinetiQ — PASS Project Page 40/48



Operational Safety Assessment Final Report
PASS/WA4/WP5/162/D

23-08-2010
Version 1.0

Barrier

Description

Probability of success

Pilot manoeuvres
according to RA
(ATC intervention
prior to RA) in En-
Route

In the event of a RA, pilots shall
follow the RA even if there is a
conflict between the RA and an
air traffic control (ATC) instruction
to manoeuvre

En-Route figure

0.77

"See and Avoid”
principle

If visibility and conflict geometry
permits, flight crew visually
acquires the traffic aircraft
proximity and thereafter takes
appropriate action to avoid an
NMAC or collision.

0.70

Conflict leads to
large reduction in
separation

This barrier deals with the conflict
geometry. Given the environment,
if there is a conflict that leads to
larger reduction in separation it
will not always lead to a near-mid
air collision.

It means that the closest distance
between aircraft will less than
50% of the separation minima but
more than 500 ft.

En-Route figure

0.993

NMAC is not a
collision

It is generally reckoned that 10%
of the cases, an NMAC could be
a collision.

0.1

Table 11: Barriers of “Avoiding instruction by ATCO received in en-route area prior

to a TCAS RA and incompatible” Hazard
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5.14.3. Safety Objectives Derivation

5.14.3.1. The safety objectives for each severity class are provided in next table, along
with the Pe. Safety objectives for each severity class are defined based on the

following formula:

ST. . . . . -
SO, :ﬁ, where Ni is equal to 6 (in TMA or in En-Route) as all identified
e X N;
hazards have credible effects in all severity classes.
Severity ST [per f.h] Pe SO [per f.h]
SC1 3.0E-09 4.6E-05 1.1E-05
SC2 3.0E-06 6.9E-02 7.2E-06
SC3 3.0E-05 1.6E-01 3.1E-05
SC4 3.0E-03 -

Table 12: Safety objectives for “Avoiding instruction by ATCO received in en route area prior to
a TCAS RA and incompatible” hazard

5.14.3.2. The most stringent safety objective is obtained from severity class 2.
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ANNEX D : EXAMPLE OF A FAULT TREE ANALYSIS

5.14.3.3.

5.14.4.

5.14.4.1.

5.14.4.2.

5.14.4.3.

5.14.4.3.1.

5.14.4.3.2.

5.14.4.3.3.

5.14.4.3.4.

This annex provides the fault tree of hazard OH3: “Avoiding instruction by ATCO
received in en-route area prior to a TCAS RA and incompatible”.

Causes ldentification

Similarly to OH1, OH3 occurs because two aircraft are on a collision course
(corresponds to a situation where ATCo is expected to issue an avoiding
instruction and TCAS is expected to trigger corrective RA) combined with one of
the following main causes:

— Either there is a late STCA alert;
— Or the controller reacts with delay to a genuine STCA alert;

— Or there is no STCA alert (same causes as for OH1) and the controller
detects with delay the short term conflict.

— Or pilot react with delay to ATC avoiding instruction

Moreover the ATC avoiding instruction is incompatible with TCAS RA. This case
has not been assessed and is not considered in the fault tree.

Causes leading to late ATCO Instruction to solve a short term conflict

The following causes associated to an erroneous design of STCA could lead to a
late STCA alert:

— Inadequate design of STCA algorithm causing late alert;

As identified, an erroneous input to STCA can also lead to a late STCA alert:

— Error in implementation of STCA parameter region causing late alert;
— Late STCA alert due to inadequate parameters setting;
— Degradation of the surveillance inputs to STCA - late prediction of STCA;

Moreover the cause “Late STCA alert due to tight parameters setting”
encompasses the situations where STCA triggers late because of the tight tuning
of its parameters in order to reduce the number of undesired STCA alerts
(nuisance or false) that can lead to a loss of confidence by the controller with
respect to the STCA system. According to WA2 feedback, STCA in nominal
mode of operation alert will always trigger in case of severe conflict but may
trigger late.

Other causes associated to problematic geometries can also affect the STCA
alert timeframe:

— Late STCA alert due to critical geometry in the vertical plane , or
— Late STCA alert due to critical geometry in the horizontal plane.
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5.14.5. Fault tree Development of OH3

5.14.5.1. The next fault tree summarises the combinations of basic causes leading to the
operational hazard.

Avoiding instruction by
ATCO received in en
route area prior to a
TCAS RA and
incompatible

N
]

2 aircraft are in Avoiding
a collision manoeuvre
course performed by pilot
with delay

[\

N
GATE3S
N P

Late ATCo Late pilot reaction

instruction to ATCo avoiding
instruction

| cates || EvEnTeO |
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Late ATCo
instruction

/N 2\9.10.11.12220
[

Late ATCo
reaction of a
genuine STCA

Lack of STCA alert
and ATCo detect
with delay the short

Late STCA alert and
the controller does
not react until the

term conflict STCA alert alert
£\ LN A
GATES GATE21

Page 17
Lack of STCA Late ATCo Late STCAalert Lack of ATCo
alert Shdi’fmio” Off? . reaction until
ort-term conflict
~No STCA late STCA Alert
A RN N RN
[ oaens | [ evente |
[ N
Page 16 ‘ ‘
Late STCA alert | [Errorinimplementation of | | erroneous design | | Degradation of the | | Late STCA alert CFL input or
due to emoneous ST%QE?;’::;;?W of STCA surveillance llnpuls due totight | |ypdate different
i to STCA - late
parameters setting algolr:lhemalc::sng p’ezlcmn o g‘reCA pa{r;n;ce;;rscfst:)ng from clearance
[ EVENT37 | [ EVENT43 | [ EVENT27 || EVENT29 |[ EVENT39 | [ EVENT35 |
Lack of STCA
alert
GATE14
| | | |
STCAoutof || SSRcodeffiight ID Erroneous Lack of STCA Lack of STCA alert Erroneous
service enoneausly inserted | limplementation of alert due to duetotight || design of STCA
N the suppression | | STCA parameter external causes parameters setting algorithm
ISt o Reaion (success case)
| STCALOSS | [ EVENT25 | [ EVENT23 | GATEL19 | EVENTS6 | [ EVENT27 |
Radar Transponder
processing failure
failure
| EVENT21 | [ EVENT24 |
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Late ATCo
reaction of a
genuine STCA
alert
LATE ATCO REACTION
[ \

Late ATCo Late AT Co reaction Late ATCo Erroneous coordination

reaction due to
high workload

due to the
excessive nuisance
STCA alert rate

reaction due to the
excessive false

with neighbouring
sector and a late
avoiding instruction is

STCA alert rate sent in one sector

5.14.6.

5.14.6.1.

5.14.6.2.

5.14.6.3.

ATC REACTION - LATE

N ‘
] T N

Excessive ATCo reacts with Excessive ATCo reacts with
. delay to a genuine delay to a genuine
nuisance STCA STCA due to the false STCA STCA due to the
alert rate excessive nuisance alert rate excessive false alert
alert rate rate

RN

‘STCA. NU|SANCE‘ ‘ LATE ATC REAC - NUSANCE ‘ ‘STCA - FALSE‘ ‘ LATE ATC REACT - FALSE ‘

Basic Causes Probability Determination for OH3

The next step in the fault tree analysis consists in apportioning the safety
objective to the different causes of a given hazard. This allocation is performed
combining two methods:

— A top-down allocation process: it consists in allocating the safety
objectives towards the gates and finally the basic events composing the
fault tree. This technique is usually applied for new systems.

— A bottom-up allocation process: it consists in assigning a probability to
each basic event based on engineering judgement.

The total frequency of events in which there is a late ATCO reaction is
determined by the number of late ATCO reaction over the total number of flight
hours. According to paper 91 [REF 17], 3.4.4, page 14, a late ATCO reaction to
STCA is defined as a reaction occurring more than 30 seconds after the STCA
alert has gone off. From paper 64, 3.3.4.1 page 34 [REF 3], it is possible to
calculate that the ATCo reaction to STCA occurring after 29 seconds (i.e. late)
are 22. In this way it is possible to calculate that the event frequency of a late
ATCO reaction is 22 / 8391995,33 = 2,622e-6 / flight hour

Find hereafter an illustration of safety objective apportionment on two basic
events.
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Event Reference Frequency (Flight Rationale
Hour)

OH3 Avoiding instruction by ATCo received in en route area prior to a TCAS RA and
incompatible

Event 60: “Late pilot reaction to | 2,264e-6 / flight hour | Ref. paper 64 [REF 3] 3.4.2.3. page 38
ATCO avoiding instruction” “Two sets of reactions seem to exist:
5.75e-4 / flight hour timely reactions distributed along a
curve up to 25 seconds and, based on
limited data, late reactions distributed
uniformly after that. In the first set, the
use of avoiding instruction phraseology
allows an average gain of 3 seconds on
the implementation of the manoeuvre,
i.e. from 11.7 seconds to 8.6 seconds.”

Value was calculated this way: total late
reactions (i.e. after 25 sec.)/ total hours
flight in the core area = 19/8391995,33=
2,264e-6 / flight hour

Frequency presented here above is
based on a statistical study. During the
allocation process a more conservative
(pessimistic) value was preferred, which
is presented in red in the “frequency”
column.

COLL_COURSE ‘2 aircraft are |  3.3e-3/ flight hour Value taken as a conservative
on collision course hypothesis. Following several STCA

configuration test, it appears that the
more stringent alert frequency is equal
to 3.3e-2. We estimate that 10 percent
of this frequency is a representative
estimation to evaluate numbers of A/C
which are on collision course and which
are not detected by STCA.

Gate 5 Late ATCo instruction

Event 6 “Late ATCo detection of | 1.65e-2/ flight hour | Value determined thanks to a top down
a short term conflict - No STCA approach applied to fault trees.

During the allocation process a
conservative (pessimistic) value was
preferred
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Event 27 ‘Erroneous design of
STCA algorithm’

2.7e-4 | flight hour

Value determined thanks to a top down
approach applied to fault trees.

Event 29 'Degradation of the
surveillance inputs to STCA -
late prediction of STCA

2.7e-4 | flight hour

Value determined thanks to a top down
approach applied to fault trees.

Event 35 ‘CFL input or update
different from clearance’

2.7e-4 / flight hour

Value determined thanks to a top down
approach applied to fault trees.

Event 37 ‘Late STCA alert due
to erroneous parameters
setting’

2.7e-4 | flight hour

Value determined thanks to a top down
approach applied to fault trees.

Table 13: Example of Safety objectives apportionment through fault trees
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