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EXECUTIVE SUMMARY

In many industry sectors including ATM, safety regulation has traditionally been carried
out prescriptively, with the resulting problem of the regulator effectively inheriting safety
responsibility from the regulatee. European ATM has adoptedthe recent trend towards
objective-based safety regulation, in which safety, and the proof thereof, is more clearly
the responsibility of the service provider. EUROCONTROL’s ESARR 4 [Ref 2] enshrines
this approach, defining a numerical Target Level of Safety (TLS) representing acceptable
risk for ATM in its entirety.

The introduction of a numerical TLS has raised the problem of howto apportion the target
within and between individual ATM systems. This document addresses this problem and
is intended to become an Acceptable Means of Compliance with the TLS apportionment
aspect of ESARR 4.
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1. INTRODUCTION

1.1 Background

Traditionally, in many industries including ATM, safety regulation has been carried out
prescriptively — ie the regulator defined the rules and standards to be followed, and used
audit and inspection to check compliance with them. In so doing, the regulatorimplicitly (if
not explicitly) inherited a substantial part of the responsibility from the regulatee.
Furthermore, that approach required a great deal of specialist resource on the part of the
regulator and was often over-constraining for the regulatee, particularly in the introduction
of new processes and technologies.

In European ATM, recognition of these difficulties has led to an objective-based
approach to safety regulation, in which safety is much more clearly the responsibility of the
ATM service provider, the regulator’s role being mainly to ensure thatthe service provider
discharges his responsibilities properly. The regulator sets objectives for the achievement
and demonstration of safety and the service provider has to show (by argument and
evidence) that he has met those objectives — ie the burden of proof rests primarily with the
service provider. The use of standards may still be appropriate but the service provider
has to show that the standards he chooses to use are appropriate — rather than merely
claim compliance with them.

This objective-based regime is encapsulated by EUROCONTROL regulations ESARR 3
[Ref 1] and ESARR 4 [Ref 2].

In objective-based safety regulation, appropriate top-level safety objectives for
demonstrating that a system is tolerably safe would be to showthat both of the following
are true:

e aset of safety requirements?! has been specified, sufficientto enable the required
level of safety;

o those safety requirements have been satisfied in the implementation of the
system.

The practical realisation of those two fundamental assurance principles can vary
substantially. There has been a view that safety is largely a matter of reliability and that
safety can be delivered largely by adherence to prescribed processes, especially in
relation to software development.

However, theory and experience have shown this to be too narrow a view of safety.
ESARR 4, in particular, defines very specifically what is meant by tolerably safe and
required level of safety and demands a more complete and rigorous approach to the
specification and satisfaction of safety requirements.

1 The term “safety requirements” is used generically here. However, Stage 3 of the Method (in line
with ESARR 4 terminology) uses safety requirements in a very specific sense
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1.2 Applicability of ESARR 4

The numerical Target Level of Safety (TLS) specified in ESARR 4 requires that the
probability of ATM directly contributing to an accident (Severity Category 1 event) shall not
exceed 1.55 x 108 per flight hour. Interpretation of a direct ATM contribution is broader
than might be thought at first sight, and guidance on the scope of application of ESARR 4
is therefore given herein.

The TLS applies at the level of ATM service provision and is of relevance to the entire
system lifecycle from definition, through operational service, to decommissioning, and
impacts to some degree on all safety management activities.

The TLS of not more than 1.55 x 10-8 accidents per flight hour was the target prevailing at
the time at which this guidance material was prepared, and will be fixed at that level until
2015. It should be borne in mind that there is a long-term goal to improve safety levels, so
it can be expected that the TLS will be progressively reduced in subsequent years.
However, the method described herein will still be applicable, provided that the particular
value of the TLS prevailing at the time of application is used.

Consequently, if any ANS Service Provider uses this method, he can decide to add a

safety margin on top of ESARR4 TLS value without impacting the usability and
applicability of the method described here after.

1.3 Purpose
This document presents a method for:
e Apportioning the ESARR 4 TLS (for events of severity category 1) to ATM systems

e Setting numerical safety objectives to events of severity categories 2 to 4.

1.4 Intended Users
This guidance is intended for use by anyone participating in the process of apportioning
the ESARR 4 TLSto ATM systems.

It is assumed that users of this method are familiar with the underlying safety engineering
technigues invoked — for example, Fault Tree Analysis, Event Tree Analysis and
Functional Failure Analysis.
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1.5 Structure

As indicated above, the introduction of ESARR 4 will in most cases require some changes
to current safety practices. Section 2, therefore, introduces a number of safety
engineering concepts thatare key to the success of the application of this guidance.

Sections 3, 4, 5 and 6 give a step-by-step description of the method itself. The detailed
guidance is preceded by a high-level overview.

Sections 7 and 8 list the references and present a glossary of acronyms.
Appendix A presents guidance on setting safety targets.

Appendix B presents a generic ATM safety model which is used during the process.
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2. KEY CONCEPTS AND TERMINOLOGY

2.1 Introduction

In section 3 of this Guidance, it will be seen that, because the ESARR 4 TLS is specified
at the level of ATM service provision, safety analysis has to start at this level.
Furthermore, in order to correctly specify the safety attributes of the ATM system, and its
component parts, in relation to the TLS, an understanding of the nature of safety -related
systems (SRSs) and the principles of requirements determination is necessary; and a
clear distinction needs to be made between accidents, hazards and causes. These
aspects are discussed below.

2.2 Safety Related Systems

In broad terms, safety-related systems (SRSs) may be defined as either:

e Those whose primary purpose is to reduce pre-existing risk and thereby improve the
safety of their environment - all safety protection systems (eg a fire alarm system)
fall into this category [Ref 3]; or

e Those which do not serve a primary safety purpose but which would cause a safety
hazard to their environment if they fail — a chemical processing plant, for example,
would fall into this category.

Of course any SRS that meets the first definition would also cause a safety hazard to their
environment if they fail. It is very important to note that ATM falls into the first category
since its primary purpose is to maintain safe separation between aircratft.

The safety requirements of SRSs, at all levels in the system hierarchy, must be expressed
in two complementary forms [Ref 3]:

e the safety functions and performance required of them, since it is these aspects
which determine how effective a system will be in reducing risk.

e the integrity (eg the reliability) required of those safety function, since itis this aspect
which determines the risk to the systems environment should the system fail to
performto specification.

A model which takes into account both the functional and the integrity aspects of safety is
illustrated in Figure 2-1 below.

In this model, the influences of functionality and integrity are shown separately, such that:

e Rurepresents the level of risk present before taking into account the SRS.

¢ Rm represents the minimum achievable risk assuming hypothetically that the SRS
always functions to its specified performance, without failure.
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Figure 2-1

e Rt represents the tolerable level of risk — ie the TLS in the terms used in this
document. 2

In consequence, the risk margin Rt — Rm determines the integrity required of the system
and it is clear that if the SRS functionality and performance is insufficient to achieve the
necessary risk reduction (ie if Rm is greater than the TLS, Rt) then, no matter howreliable
an SRS was, it would not be tolerably safe!

It follows therefore that before the integrity required of an SRS can be specified it has to
be shown that the level of risk reduction in the absence of failure (Rm) lies well below the
minimum overall tolerable level (Rt). This is a key feature of the method described in

sections 3 to 6 below.3

2.3 Requirements Determination

Figure 2-2 is a simple requirements determination model, and defines three principal
levels for the development of safety requirements, as follows:

2 Note that this is a more sophisticated model than that presented in [Ref 3] where the required
integrity is equated directly to Ry, — Ry, and the effects on the specified functionality and

performance is masked.

3 A full discussion of the model shown in Figure 2-1 can be found in [Ref5]. The EUROCONTROL
RVSM Programme is a good example of how the model has been applied [Ref 4].
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Figure 2-2

e The operational environment (or domain) into which the ATM system provides
(safety-related) services. The airspace, and users* of the ATM service, for example,

exist at this level.

o The level at which the safety properties of the (ATM) service are defined, in abstract
terms — ie entirely independent of the physical aspects of the eventual system

implementation.

e The core-systemlevel comprising the physical sub-systems, implemented typically

in equipment, people (ie operators) and procedures.

The products of the requirements determination process maps on to this model, as

follows:

e Safety targets are what we want to make happen in the operational environment.
Safety targets may be quantitative - eg “the probability of a Severity Category 1
event shall not exceed 1.5 x 10-8 per flight hour” - or qualitative — eg “the risk of

collision shall be reduced to a level that is as low as reasonably practicable”.

e Safety functions specify what the ATM service has to provide into the operational
environment — including the level of performance required of the service - in order

that the safety targets can be met.

e Safety objectives® are derived from a (service-level) functional hazard assessment

and, in effect, specify the integrity required of the safety functions.

4 Users are not the same as operators; the former sit outside the system boundary - the latter sit
within it.
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e Operational domain knowledge covers those pre-existing properties of the
operational environment, which either are known to be true or have to be assumed
to be true, and which determine whether the service-level safety functions and
safety objectives are sufficientto meet the safety targets. For example, it would not
be possible to say what accuracy would be required of a Surveillance safety function
in order to meet a specific safety target, without knowing what separation criteria
apply in the airspace concerned — those separation criteria would therefore be an
essential item of operational domain knowledge.

e Safety requirements are the safety properties required of the physical system that
necessary in order to provide the (service-level) safety functions and meet the safety
objectives. They are expressed in terms of the functionally, performance and
integrity required of each subsystem — ie including people, procedures and
equipments.

The distinction and relationship between safety targets, objectives, domain knowledge,
and requirements are not merely academic concepts but provide the essential foundations
for developing systems that do, and can be shown to do, everything that is required of
them.

2.4 Accidents, Hazards Risks, and Mitigations

Other
Outcomes

Consequential
Mitigations

Causal
Mitigations

)

Figure 2-3

5 The terms safety objectives and safety requirements are defined in ESARR 4. The descriptions
given herein do not seek to redefine those terms, but rather seek to explain how the terms are
applied to the TLS Apportionment Method.

6 System domain knowledge may also be specified at this level.
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An accident is an unintended event that results in death or serious injury. Accidents occur
in the operational domain.

In general, a hazard is a state that could lead to an accident - whether it does or not,
depends on the availability of mitigations to break the sequence of events that would
otherwise lead to an accident, as shown in Figure 2-3.

Such mitigations are called consequential (since they relate to the consequences of a
hazard, and can be either deliberately provided or circumstantial (ie purely a matter of
chance).

The likelihood of an accident is also dependent on the likelihood that the hazard would
occur in the first place. This in turn is dependent on the frequency of occurrence of the
underlying cause(s) of the hazard and on the availability of (causal) mitigations to break
the sequence of events between the causes and the hazard itself.

An SRS may provide either causal or consequential mitigations — for example, in the
context of ATM, ATC systems usually provide the former and FIS systems the latter. A

representation of consequential mitigation is shown in Figure 2-4. Of course, from the
definition of an SRS (see paragraph 2.2 above), account has to be taken of the fact that

the SRS may itself introduce risk by either:
Other
Outcomes
Circumstantial |:> .,
SRS Mitigations

Causes

gl

Mitigations

10
Deliberate
Mitigations

Hazard
Causal |:>
Mitigations

Figure 2-4

e Failing to deliver the functionality required to mitigate pre-existing hazards; or

e Delivering incorrect functionality / data (or delivering it at the wrong time) and
thereby introducing a new hazard.

It should be noted that the hazard introduced by the SRS in Figure 2-4 is described at the
boundary of the SRS, and causes are internal to the system. This is important since it
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provides a general distinction in the way that hazards and their causes are handled, as
follows:

e Safety Functions provide (deliberate) mitigations of the consequences of hazards.

o Safety Objectives are used to set the maximum frequency of occurrence of a
hazard, at the ATM service level.

e Designis used to control the causes of a hazard such that the Safety Objectives are
met.

Where a systemis made up of a number of subsystems, hazards can also be defined at
the boundary of each subsystem, as discussed in the detailed guidance which follows.

2.5 The “Bow-Tie” Model

The so-called the “Bow-tie” model, illustrated in Figure 2-5, is a convenient way of
modelling risk by linking the causes of a hazard (modelled using Fault Tree Analysis
(FTA)) and the consequences of a hazard (modelled using Event Tree Analysis (ETA)).

The point in the Fault Tree (FT) hierarchy at which the link to an Event Tree (ET) is
established is known as a pivotal event.

The pivotal events typically correspond with the main system and or subsystem hazards.
One FT/ET pair is constructed for each hazard and values are ascribed both to the
probability of occurrence of each casual factor in the FTs and to the probability of success
or failure of the outcome mitigations represented by the branches ofthe ETs. Using the
facilities of a mature FTA/ ETA tool, the overall probability of an accident from all causes
can be determined and compared to the safety target(s).

ot

Qo T L

FTA ETA
Causes < o0 Ol > Consequences

“Pivotal”
Event

Figure 2-5

In terms of the EATMP Safety Assessment Methodology [Ref 8] the ETA side of the model
relates to an FHA, and the FTA side relates to the subsequent PSSA and SSA.

Note that, in this model, hazards should be categorised according to probability that an
accident will result given that the hazard has occurred. This contrasts with the EATMP
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hazard classification scheme [Ref 8] which should be applied to only to the outcomes of a
hazard.
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3. TLSAPPORTIONMENT METHOD- OVERVIEW

This chapter outlines the process to be followed to apportion the TLS to the system
under analysis. The detailed process stages are presented in the subsequent chapters.

3.1 Service-level Safety Functions and Objectives

Figure 3-1 illustrates the process of getting from safety targets, to a set of service -level
safety functions and objectives.

Safety
"‘ Targets
S v
B Safety ( Performance
§ - Functions " R
S Assessment
C
: — yFiof
o unctiona . .
Q X Failure Risk
§ "‘ Fa"““? Assessment ]
s Analysis .
% 1
o Safety _ :
8. | ___—— functions |___Safety
1 objectives
1
- L] I T o
\ A 4 A\ 4 vy \ 4
SF #1 SF #2 SF #3 SF #n
& SOs & SOs & SOs & SOs

Figure 3-1 - Service-level Process

The first step is to determine what safety functions need to be provided at the service
level, and to specify the performance required of them (eg accuracy, capacity, timeliness
etc, but excluding integrity), in order for safety targets to be met. It is necessary at this
stage to carry out some form of performance-risk assessment in order to show that
specified safety functions are sufficient to reduce the risk to a level (Rm) well below the
TLS (Rv).

Rt-Rm therefore represents that portion of the TLS which can be allocated to (functional)
failure — clearly it must be positive, otherwise there is no point in proceeding further!
Safety objectives are obtained from hazard and risk analysis at the service level, and limit
the allowable rate of occurrence of each function failure mode (hazard) such that the total
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risk associated with the identified hazards is within the value of Rt-Rm, taking account of
any mitigations that are identified during the process.

All mitigations must be captured as either:

e Additional safety functions, and corresponding safety objectives, forthe provision of
“deliberate” mitigations of the consequences of the identified hazards.

¢ Operational domain knowledge for any “circumstantial” mitigations (ie those arising as
a matter of pure chance).

At this point, it needs to be shown that that the (service-level) safety functions and safety
objectives are sufficient to satisfy the (operational-level) safety targets, given the
operational domain knowledge.

3.2 System-level Design and Safety Requirements Specification

The specification of safety requirements follows from an architectural design of the
system, as illustrated in Figure 3-2.
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The primary safety requirements stem from an allocation of the service-level safety
functions (and their performance attributes) the subsystem(s) on which they are
implemented. The illustration in Figure 3-2 shows four equipment-based sub-systems (air-
ground communications, radar data processing, flight data processing, and display) and
two human-based subsystems (executive and planner controllers).

The hazards and risks associated with failure of each subsystem (defined at the
subsystem boundary) are assessed, any mitigations (of the consequence of failure) are
identified and allocated (as assumptions or additional safety functions, as appropriate),
and the safety integrity requirements for each subsystem determined — the additional
safety functions and the safety integrity requirements are known collectively as derived
safety requirements.

The outputs from this stage are therefore:

e The safety functions implemented by each subsystem, including the performance
required of the safety functions.

e The safety integrity requirements for each subsystem.
e The interactions and interfaces between the subsystems.

Those three perspectives must be addressed for each subsystemirrespective of whether
it is hardware-based, software-based or human-based.

Finally, it necessary to showthat each service-level safety function and safety objective is
met by the subsystem safety requirements, given the system domain knowiedge.

3.3 Process Structure

The three main stages in the TLS allocation process are outlined in Figure 3-3.
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Input Process Output

TLS, Stage 1: Define and

: p| validate the safety target(s) ATM service safety
Domain knowledge for the ATM service target(s)
Validated safety Stage 2-FHA: Define and
Domain knowledge safety functions and safety functions and safety

objectives objectives
y

Validated system Stage 3-PSSA: Define and
safety functions and validate the individual Subsystem safety
safety objectives, subsystem safety requirements
Domain knowledge requirements

Figure 3-3—-Overall Process

The objective for Stage 1 is to define the safety targets that apply to the ATM service. In
keeping with the definitions provided in section 2.3 above, these safety targets specify
what we are trying to achieve in terms of safety in the operational environment (ie in the
airspace under consideration), without saying (other thanin general terms) how that is to
be achieved. The safety targets should reflectthe ESARR 4 TLS, and any other TLSs, as
applicable to the particular airspace under consideration. Safety targets may be
quantitative (eg maximum probability of collision per flight or per unit of time) or qualitative
(eg that the risk of collision shall be as low as reasonably practicable).

Stage 1 also includes a validation of the safety targets against the ESARR 4 TLS, and
against any other TLS applicable to the airspace under consideration.

Details on Stage 1 are provided in chapter 4 herein.

The objective of Stage 2 is to produce a set of safety functions and safety objectives (see
section 2.3 above, for definition) for the ATM service, by specifying the functions to be
provided and the performance and integrity required of them, in order to satisfy the safety
targets producedin Stage 1. 7

It is important that this work is kept at an abstract, functional level without any regard for
how those safety functions might be implemented in a physical system — the latter is done
later, in Stage 3. By taking this approach, the task of defining the safety targets, safety
functions and safety objectives need only be performed once per ATM service unit,

7 Stage 2 maps directly on to the Functional hazard Assessment (FHA) of the EUROCONTROL
Safety Assessment Methodology [ref 8]

Page 19



TLS Apportionment Method

provided that there is no subsequent fundamental change in the manner in which the
service is provided.

Details on Stage 2 are provided in chapter 5 herein.

Stage 3 represents the highest level of design of the ATM system and the allocation of the
ATM service-level safety functions and safety objectives to the physical elements of the
system — including equipment, people and procedures. The main outputis a validated set
of safety requirements (in the form of safety functions and safety integrity requirements)
for each subsystem that together are shown to be sufficient to satisfy the ATM service -
level safety functions and safety objectives. 8

Although the overall process is shown in Figure 3-3 and in the subsequent detailed
flowcharts as being linear, some iteration will be necessary if the output from any
particular stage indicates that any apportionment, assumption or decision taken earlier
needs to be modified. In particular, it should be noted that the introduction of any system
(or subsystem) has the potential to change the properties of the operational domain, and
may thereby lead to the potential for new safety functions (or safety objectives).

Details on Stage 3 are provided in chapter 6 herein.

8 Stage 3 maps on to the first level of Preliminary System Safety Assessment (PSSA) of the
EUROCONTROL Safety Assessment Methodology [ref 8]
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4. STAGE1: ATMSERVICE SAFETY TARGETS

Input Process Output

Stage 1.1: Define
TLS, the safety targets for ATM service safety
Domain knowledge > the ATM service targets
TLS, 3 =
i Stage 1.2: Validate . .
ATM service safety g Validated ATM service

— 3! the ATM service
safety targets

l

Figure 4-1 — Process Breakdown, Stage 1

targets, safety targets

Domain knowledge

Stage 1 is outlined in the flowchart in Figure 4-1, and described in sections 4.1 and 4.2.

4.1 Stage 1.1: Define the Safety Targets for the ATM Service

4.1.1 Objective:
To derive the safety targets to be met by the ATM service, for the airspace and phase of
flight under consideration.

4.1.2 Process:

e Ascertain if any other TLSs (ie in addition to ESARR 4) apply to the service under
consideration.

e The primary safety targets are then specified, in terms of the maximum acceptable
frequency of an SC1 event, such that all TLSs are satisfied by the safety targets.

e Additional safety targets may be specified, in terms of the maximum frequency of less
severe (SC2 to 4) events.

¢ Additional safety targets may also be specified in order to place qualitative limits on
the level of risk.
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Record all domain knowledge that is associated with the service / airspace under
consideration and is relevant to the safety targets.

4.1.3 Output fromthis Stage:

Set of safety targets for the ATM service under consideration

Set of relevant operational domain knowledge.

4.1.4 Considerations:

The safety targets define what we want to achieve in the operational environment (the
airspace). Quantitative targets are an interpretation of the TLSs that apply to the
airspace / phase of flight under consideration. Qualitative targets should reflect
applicable safety policy — eg the ATM 2000+ Safety Objective [Ref 9].

Guidance on setting targets is given in Appendix A.

It is necessary to consider if the ATM service, or componentsof it, is subjecttoa TLS
additional to that specified in ESARR 4°. From a practical point of view, it is helpful to
the subsequent analysis, if the TLSs applicable to a particular phase of flight / service
can be reduced to a single safety target that satisfies them all 10,

Under normal circumstances it will be necessary to consider the scope of the entire
ATM service at this stage. However, it is possible that, in some cases, the TLS has to
be apportioned to a particular subsystem in advance of a full analysis at the ATM
service level'l. In such cases, particular care should be taken with regard to the issue
of operational domain knowledge and assumptions about those parts of the ATM
service / systemthat are not being considered in the analysis.

Relevant domain knowledge is essential during this stage, as it is throughout the
entire process. At this stage, an understanding of the properties of the operational
environment (ie the airspace under consideration) is required, and must be recorded
alongside the safety targets.

A thorough understanding of the basic concepts of modern requirements engineering
is essential for the success of this stage. An overview is presented in section 2
above.

9 For example, precision approaches are subject to a separate TLS for accidents related to all
causes (ie not only to ATM causes).

10 This is done in the case of the Vertical Separation example provided with this Guidance

11 This is the case with the Vertical Separation example provided with this Guidance.
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4.2 Stage 1.2: Validate the ATM Service Safety Targets

4.2.1 Objective:

To demonstrate that the ATM service safety targets are necessary, complete and correct.

4.2.2 Process:

The objective will be met by a satisfaction argument which demonstrates that the ATM
service safety targets are sufficient to maintain the risk associated with the ATM service at
a level belowthe ESARR 4 TLS, and any other relevant TLSs.

4.2.3 Output from this Stage:

e Satisfaction argument with supporting evidence which validates the claim that we have
a set of ATM service safety targets that is sufficient to meet the TLS(s) and other,
qualitative constraints.

4.2.4 Considerations:

The specific form of the argument will depend on the nature of the safety requirements
themselves but, in general, should showthat:

¢ The numerical safety targets will meet the TLS(S).
e The qualitative targets fully satisfy the applicable safety policies etc.

e The operational domain knowledge is complete and correct.

The form of the evidence will also depend on the particular safety targets concerned. In
general, however, it will usually be the case that:

e The primary safety target will be the TLS itself, or some portion / derivation thereof.
Showing that this safety target meets the TLS should be either trivial or a matter of
showing that the apportionment of the TLS is valid. Wherever possible, the latter
should be based on historical evidence (or at least an assumption2) thatthe portion
of the TLS that is not the subject of the further analysis will be met by whatever
service / systemit has been allocated to.

e The validity of other safety targets would in most cases be demonstrated by
straightforward traceability techniques.

12 Such assumptions are to be validated.

Page 23



TLS Apportionment Method

5. STAGE 2: SPECIFICATION OF SAFETY FUNCTIONS AND
SAFETY OBJECTIVES

Stage 2 is outlined in the flowchart in Figure 5-1, and is describedin sections 5.1t0 5.7.

NOTE: As Stage2 maps directly SAM-FHA, the text here under does not intend to propose
a new version of SAM-FHA, but aims at proposing an application of FHA stages in the
light of the needs of the quantification method.

5.1 Stage 2.1: Functional Design of the ATM Service

5.1.1 Objective:

To produce a functional design of the ATM service to address the safety targets, for the
airspace under consideration.

5.1.2 Process:

A generic ATM functional model, to facilitate the process, is presented in Appendix B, and
consists of six functional groupings (Tactical Separation, Flight Directing, Strategic
Separation, Co-ordination and Transfer, Traffic Management, and Aeronautical
Information), which are decomposed into specific functions.

The model, as presented, is designedto cover all aspects of ATC in the En-route phase of
flight, and to be adaptable to other flight phases. For example:

¢ Removal of Strategic Separation would provide the basis for modelling the
Approach phase.

¢ Removal of Tactical Separation would provide the basis for modelling the Oceanic
phase.

Consideration also needs to be given to non-ATC components of ATM - eg FIS and
navigation aids.

5.1.3 Output fromthis Stage:
¢ A functional design model of the ATM service, for the airspace under consideration.

5.1.4 Considerations:

e The analysis must be performed in the context of relevant operational domain
knowledge. Any additional domain knowiedge identified during the functional design
process must be recorded.

e If the ATM service provided applies to more than one flight phase (en-route, approach
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or tower) then it may be necessary to define a separate model for each of the flight
phases to take account of design differences between them.
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Input

Generic design model,
Safety targets,
Domain knowledge

Functional design model,

Safety targets,
Domain knowledge

Initial safety functions,
Domain knowledge

Initial safety functions,
Domain knowledge

Hazards,
Safety targets,
Risk margin,

Domain knowledge

Hazards / mitigations,
maximum occurrence
rates,

Domain knowledge

Safety functions, safety
objectives,

Domain knowledge

Process

Stage 2.1:
Functional design of
the ATM service

A

Stage 2.2: Produce
primary safety
functions for the
ATM service

!

Stage 2.3: Conduct
performance risk
assessment

A

Stage 2.4: Conduct
hazard identification
and consequence
analysis

I

Stage 2.5: Conduct
ATM functional risk
assessment

l

Stage 2.6: Produce
derived ATM service
safety properties

l

Stage 2.7: Validate
the ATM service
safety functions and
safety objectives

Output

Functional design model

Primary ATM safety
functions

Assessment of risk margin — ie
by how much the service safety
functions meet the TLS in the
absence of failure

Hazards, mitigations and
consequences, classified to
ESARR 4 criteria

Maximum tolerable occurrence
rate for each hazard

Safety objectives,

Additional service safety
functions

Independence safety objectives

Validated ATM service safety
functions and safety objectives

Figure 5-1 — Process Breakdown, Stage 2- FHA
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¢ The generic functional model has been prepared so as to be sufficiently general to
encompass all ATM safety functions. If there should appear to be a mismatch
between the model of the system under analysis and the generic model, it is important
to investigate the reasons andto reconcile the conflict before proceeding further.

o Normally, this stage (indeed the whole of Stage 2) is intended to be a one-off activity
for each ATM service unit, and its outputs should be largely independent of the
implementation of the safety functions and safety objectives in the physical ATM
system. However, the outputs should be reviewed periodically, and whenever a
change is introduced at the ATM service level, in order to ensure that they remain
valid.

¢ [f this analysis is being conducted for the first time with the short-term aim of allocating
the TLS to a subsystem associated with a specific function, then it may be possible,
with caution, to proceed by restricting the scope of the model and the analyses to a
subset of the overall service.13

5.2 Stage 2.2: Primary Safety Functions for the ATM Service

5.2.1 Objective:

To specify the primary safety functions 14 for the ATM service modelled in Stage 2.1
above.

5.2.2 Process:

A set of generic ATM safety functions is presented in Appendix B, in order to facilitate the
process.

A subset of the generic safety functions should be produced appropriate to the ATM
service / phase of flight under consideration; these should be customised and, if
necessary, additional safety functions defined so as to address fully the related ATM
safety targets produced in Stage 1.

5.2.3 Output fromthis Stage:

e Set of primary safety functions, for the ATM service, whose specified performance, in
the absence of failure, is sufficient for the risk in the operational domain to be
substantially within the safety target(s).

13 Justification for taking this approach would need to be provided

14 The primary safety functions are the direct design response tothe safety targets. They specify
what the safety functions the senice will execute and the performance required of them —in Stage
2.6, these will be supplemented by derived safety properties, specifying any additional safety
functions required to mitigate against senice failures, and the integrity required of all the safety
functions.
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Any additional operational domain knowledge identified in the production of the
primary safety functions.

5.2.4 Considerations:

The analysis must be performed in the context of relevant operational domain
knowledge.

A thorough understanding of the basic concepts of modern requirements engineering
is essential for the success of this stage. An overviewis presented in section 2 above.

If a safety function provided by the ATM service is used during more than one flight

phase (en-route, approach or tower) then safety functions specific to all relevantflight
phases may need to be defined separately.

The generic safety functions have been prepared so as to be sufficiently general to
encompass all ATM safety services. If there should appear to be a mismatch between
the service under analysis and the generic model, it is important to investigate the
reasons and to reconcile the conflict before proceeding further.

The safety functions must consider the following attributes for each ATM system
function; this list is not necessarily exhaustive:

1. Functionality —what has to be done;
2. Accuracy — fundamental precision and resolution of the output of the function;
3. Timing — when, how often and how quickly the function has to be performed,;

4. Capacity —instantaneous capacity (eg number of simultaneous flights handled)
and throughput rate (eg number of flights per hour);

5. Overload tolerance — ability of function to respond to short-term capacity
overload,;

6. Robustness — ability of function(s) to cope with failures external to it (or them);

Where a particular attribute is not addressed in the safety function specifications, its
omission must be justified in the satisfaction argument (see Stage 2.7 below).
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5.3 Stage 2.3: Performance Risk Assessment

5.3.1 Objective:

To determine by how much the safety functions specified in Stage 2.2 would, in the
absence of failure, reduce the risk of accident belowthat required by the safety targets.1®

5.3.2 Process:

The ideal way to address the above objective would be to construct a performance model
of the ATM service, based around the above safety functions and the operational domain
knowledge identified in Stage 1, in order to predict what the risk of an SC1 event would be
in the absence of failure in the service. The difference between this value and that
required by the safety targets would then be carried forward (to Stage 2.5) as atarget for
the service safety objectives.

However, it is recognised that, in the short/ medium term at least, an appropriate collision-
risk model (CRM) is unlikely to be available to support such analysis, and therefore the
following alternatives need to be considered.

Where the ATM service and operational domain knowledge (including, inter alia,
separation minima) have remained substantially unchanged for a significant period of
time, it may be possible to make use of appropriate historical data. Because of the
required lowfrequency of an SC1 event, it is unlikely that enough data would be available
fromwhich to deduce an actual value for that frequency. However, in ATMitis usual to set
separation standards such the normal operating risks (ie risk in the absence of failure) to a
very low level - therefore, the absence of accidents in historical data could be used to
argue qualitatively that the risk is negligible compared with the risk due to service failure.

Where the ATM service has changed, then any historical data would have to be
interpreted in the context of the new situation before it could be used to deduce that the
risk is negligible. The argument then becomes much more tenuous and might be difficult
to substantiate, in which case some form of original performance modelling will probably
be required. 16

5.3.3 Output fromthis Stage:

e A prediction of the level of risk that would prevail in the operational domain in the
presence of the specified safety functions but in the absence of any failure associated

15 The rationale for this activity is provided by paragraph 2.2. If it cannot be shown that the system
will perform (well) below the TLS in the absence of failure then there would be no point in
proceeding further since the integrity required of the system would be unrealistically high (in the
limit, infinite!)

16 1t is for this reason, for example, that extensive height-monitoring / collision-risk modelling has
been used on the EUR RVSM Programmes to estimate the vertical collision risk resulting from the
reduction in vertical separation minima.

Page 29



TLS Apportionment Method

with those functions — ie Rm as per Figure 2-1 of section 2 above.

5.3.4 Considerations:

The analysis must be performed in the context of operational domain knowledge
relevant to the phase of flight under consideration.

Any potential dysfunctional interactions within the service - ie situations where the
collective behaviour of the safety functions has an undesired effectl’ — must be taken
into account. Such situations could occur, for example, where safety functions are
mutually inconsistent, where different safety functions make different assumptions
about common factors and / or data, or where there are inconsistencies between
multiple instances of the “same” data in different parts of the system18,

Although in most cases the level of risk in the absence of failure will be low compared
to the required frequency of an SC1 event, that may not always be the case and in
future developments (eg the use of ADS for surveillance) the performance limitations
of the system may become a more significant factor in the ability to meet the safety
targets.

5.4 Stage 2.4: Hazard Identification and Consequence Analysis

5.4.1 Objective:

To identify the hazards presented by functional failure within the system, and their
potential consequences, including possible mitigations.19

5.4.2 Process:

A functional failure analysis (FFA) should be performed in order to identify the hazards
associated with the operation of the system, and a consequence analysis should be
carried out to identify mitigations and the associated outcomes. The analysis should
identify all credible outcomes, and each outcome should be classified according to the
classification criteria defined in ESARR 420,

17 Such behaviour would not be considered a failure of any particular function and may well be
owerlooked during conventional, static integrity analysis.

18 Eg different versions of the aircraft’s flight plan.

19 The safety benefits of providing a system to reduce ATM risk can be significantly undermined if
the system should fail to perform as specified. The rational for of this stage and Stage 2.5,
therefore, is to understand the increase in risk which system failures represent.

20 Note that some current safety practices attempt to classify hazards rather than the outcomes of
hazards. That is illogical since all hazards (by definition) have some potential to cause an SC1
event, and would have to be categorised as SC1!
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The FFA and consequence analysis processes are well established and are not expanded
upon further in this document. If further guidance is required, refer, for example, to
[Ref 6].

5.4.3 Output fromthis Stage:

Description of hazards presented by a failure of the service to perform as intended.

A description of the possible mitigations and consequences (outcomes) of each
hazard

A classification of each possible outcome of each hazard, in accordance with the
ESARR 4 severity classification criteria.

5.4.4 Considerations:

The analysis must be performed in the context of relevant operational domain
knowledge.

It is essential to ensure that the concept of a hazard as a state onthe boundary of a
function / system is well understood. Refer to the overview of related concepts and
terminology in Section 2.3.

The most appropriate form of the model will depend on the particular circumstances.
Often, a tabular form of FFA will suffice; however, where more than one mitigation is
involved in a hazard, or if time sequence is important, Event Trees are usually more
effective in modelling the potential outcomes of a hazard.

Failure of data must also be considered, especially where such dataare not produced
by system functions.

The possibility of dysfunctional interactions between different functions and data
inconsistencies should again be considered during this stage.

5.5 Stage 2.5: Functional Risk Assessment

5.5.1 Objective:

To carry out a functional risk assessment, in order to determine the acceptable frequency
of occurrence of each hazard, such that the safety target(s) are still met taking into
account the possibility of such failures.

5.5.2 Process:

The functional risk assessment consists of the following steps:
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Assess the likelihood that each hazard mitigation will be successful,
Hence calculate the probability that each hazard will lead to an SC1 event;

Allocate the available risk budget from the safety targets to the individual hazards
identified during the previous stage, taking into account the probability that each
hazard will lead to an SC 1 outcome, and thence deduce the maximum acceptable
frequency of occurrence of each hazard.

Given the maximum acceptable frequency of occurrence of each hazard, check the
corresponding frequency of occurrence of SC2 to 4 events against the global
requirements of ESARR4, and decrease, as necessary, the maximum acceptable
frequency of occurrence of the affected hazards.

For any undeveloped events (egincreased workload) that have the potential to lead to
a more severe (developed) outcome, assess the probability that such an outcome
would arise. Multiply that probability by the corresponding frequency of occurrence of
the undeveloped event and add the result to the frequency of occur of the more severe
outcome. Decrease, as necessary, the maximum acceptable frequency of occurrence
of the affected hazards such that the overall targets for SC1 to 4 outcomes are met.

5.5.3 Output fromthis Stage:

Provisional determination of the maximum acceptable frequency of occurrence of each
hazard.

5.5.4 Considerations:

Tool support for the analysis may be required during this stage, so as to ensure that
the SC 1 outcomes related to each hazard are correctly aggregated into a single
overall frequency of the occurrence of an SC 1 event. Alternatively, it may be useful to
produce a simple risk tolerability scheme to assist in this process, so as to allow an
initial coarse allocation of risk budget. 21

For any given system, there exist potentially an infinite number of combinations of
hazard occurrence frequencies that would allow the safety targets to be met.
Consideration should be given at this stage to the potential achievability of those
frequencies, since some potential solutions may be easier to implement than others. I
may be necessary to iterate from later stages of the process back to this stage if the
chosen frequencies are found during specification or design to be difficult to achieve.

A completeness check should be performed. Have all hazards and consequences
identified during the FFA been carried forward to this phase? Mapping the hazards on
to the system functional model is often helpful in ensuring that the hazards are
complete and have been properly described.

21 This is done in the case of the Vertical Separation example provided with this Guidance.
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The analysis must be performed in the context of relevant operational domain
knowledge.

5.6 Stage 2.6: Derived System Safety Properties

5.6.1 Objectives:

To express the outputs of Stage 2.5 as derived safety properties for the ATM service.

5.6.2 Process:

Specify the safety objectives in accordance with the maximum acceptable frequencies
of occurrence of each hazard, as determined in Stage 2.5.

Identify any requirements for independence between functions — eq if a failure of
function A is mitigated by function B, then we should ensure that function B is
sufficiently independent of function A as to be unaffected by its failure.

Record, as additional safety functions and safety objectives, the nature and probability
of any deliberate mitigations identified in Stage 2.5.

Record, as operational domain knowledge, the nature and probability of any
circumstantial mitigations identified in Stage 2.5.

Identify any safety monitoring requirements, so that the achieved level of safety may
be measured against the safety targets and safety objectives. Using the achieved
frequency of occurrence of SC1 outcomes would be both retrospectively unacceptable
(because of the consequences) and statistically inadequate (because of the low
frequency of occurrence), so it is necessary to select safety indicators which occur
more frequently. The SC2 to SC4 outcomes identified in the event trees produced
earlier can be used as indicators of occurrence of a hazard, because they are more
frequent than SC1 outcomes (and are therefore more statistically useful) and we
already have predicted frequencies of occurrence for them as a result of the earlier
analysis.2?

5.6.3 Output from this Stage:

Safety objectives in the form of target frequencies for each hazard such that the
overall risk of an SC1 event (and SC2 to SC4 events) is within the safety targets.

Any additional safety functions and corresponding safety objectives necessary to
provide deliberate mitigations of the hazards presented by the service failure.

22 gsafety indicators identified at this stage would necessarily be based on obsening the
occurrence and/or outcomes of hazards. Additional indicators, based on the causes of hazards,
may emerge during the subsequent causal analysis, in Stage 3.3.
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e Any additional operational domain knowledge assumed to provide circumstantial
mitigations of the risk presented by service failure.

e Any safety objectives for independence between safety functions necessary to ensure
that any failure is mitigated in the predicted manner.

¢ Requirements for the in-service safety monitoring of the system.

5.6.4 Considerations:

¢ All mitigations must be captured either as additional safety functions, including their
required probability of success, or as operational domain knowledge.

e The safety indicators to be used for in-service safety monitoring rely on the
correctness of the analysis carried out in Stage 2, and it is essential that this analysis
is validated as part of the on-going safety monitoring process. If it is found that the
measured frequency of occurrence of any safety monitoring event selected
subsequently turns out to differ significantly from the predicted frequency, the cause
should be investigated, as such a situation indicates either that the effectiveness of
one or more of the mitigations is incorrect, or that the actual frequency of occurrence
of the hazard differs from the predicted value. In either case, the predicted frequency
of occurrence of any SC1 outcome related to the same hazard may also be incorrect.

e A completeness check should be performed. Have all hazards and consequences
identified during the FFA been carried forward to this phase?

e The possibility of dysfunctional interactions between different functions and data
inconsistencies should again be considered during this stage.

e The analysis must be performed in the context of relevant operational domain
knowledge.

5.7 Stage 2.7: Validation of the Service Safety Functions and Objectives

5.7.1 Objective:

To show that the ATM service safety functions and safety objectives are necessary and
sufficient to meet the ATM service safety targets produced in Stage 1.

5.7.2 Process:

A satisfaction argument needs to be presented to demonstrate that the ATM service
safety functions and safety objectives are necessary and sufficient to meet the ATM
service safety targets produced in Stage 1.1, having shown in Stage 1.2 that those safety
targets are themselves necessary and sufficientto meet the TLS(S).

In general, the satisfaction argumentwill need to be supported by evidence from a variety

of sources such as system functional modelling, simulation, collision-risk modelling,
historical data, FMECA and Fault tree / Event Tree analysis.
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It also needs to be shown that any additional operational domain knowledge, established
during Stage 2, is complete and correct.

5.7.3 Output fromthis Stage:

Satisfaction argument that validates the claim that we have a set of safety functions
and safety objectives for the ATM service which will meet the ATM safety targets.

5.7.4 Considerations:

It is most important to understand that the satisfaction argument is not simplify a
matter of establishing traceability from the safety targets to the safety functions and
safety objectives, but rather to show how the safety functions and safety objectives,
individually and collectively, statically and dynamically, will achieve a level of risk in the
operational environment that is within the limits set by the safety targets.

The safety argument can only be established in the context of complete and correct
operational domain knowledge.

The satisfaction argument should be built upon both direct evidence —the most direct
and tangible way of showing that a particular requirement has been achieved, and
backing evidence — providing information about the quality of the direct evidence and
the degree of confidence with which it can be used. In other words the backing
evidence provides either a justification for the process by which the direct evidence
was produced, or an independent (but less rigorous) way of showing that the main
argument is valid.

All attributes of the safety functions and safety objectives must be addressed — ie
functionality, accuracy, timing, capacity, overload tolerance, robustness and reliability.

Where the ATM service (including, inter alia, separation minima) itself has remained
substantially unchanged for a significant period of time, the evidence of correct
functionality (including the absence of any dysfunctional interactions) and adequate
performance could be based on historical data. Even thenitis likely that the argument
will be largely qualitative — ie it would be argued that the absence of accidents
indicates that the safety targets have been met — and it might be necessary to
supplement the historical data with some of the techniques discussed under the next
bullet point.

Where the ATM service has changed, then any historical data would have to be
interpreted in the context of the new situation. The argument then becomes much
more tenuous and might be difficult to substantiate and it will probably be necessary to
use, for example:

1. System modelling and/or simulations to prove general functionality and to ensure
that the system is free from dysfunctional interactions.

2. Mathematical proof of more complex (and/or more critical) functionality.

3. System modelling and/or simulations to prove timing; capacity; overload tolerance;
and robustness.
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4. Some form of collision-risk modelling to prove accuracy 23
5. FTA/ETA to prove integrity.

e It is very important that the safety objectives are also achievable in the implemented
system. If the initial safety objectives are not considered to be realistic, then further
mitigations should be sought to reduce the consequences of the related hazards thus
allowing the acceptable frequency of occurrence to be relaxed.

23 |t is recognised that, in the short / medium term at least, an appropriate CRM is unlikely to be
available to support such analysis. Where this is the case, the consequential weakening of the
satisfaction argument should be highlighted.
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6. STAGE3: SYSTEM SAFETY REQUIREMENTSDEFINITION

Input
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A

—>
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A
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Additional functional subsystem
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Subsystem independence
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Validated subsystem safety
requirements

Figure 6-1—Process Breakdown, Stage 3-PSSA

Stage 3 is outlined in the flowchart in Figure 6-1, and is describedin sections 6.1 to 6.5.
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NOTE: As Stage3 maps directly SAM-PSSA, the text here under does not intend to
propose a new version of SAM-PSSA, but aims at proposing an application of PSSA
stages in the light of the needs of the quantification method.

6.1 Stage 3.1: High-Level Architectural Design

6.1.1 Objective:

To produce a high-level system architecture capable of meeting the ATM service safety
functions and safety objectives specifiedin Stage 2.

6.1.2 Process:

Define the high-level system architecture in terms of the constituent subsystems, and
the interactions between those subsystems.

Describe the purpose of each subsystem, and interactions with other subsystems and
the system’s application domain, from a safety perspective.

6.1.3 Output fromthis Stage:

High-level system architecture which includes all subsystems which comprise the
system.

6.1.4 Considerations:

The design at this level is moving towards a physical (rather than purely functional)
view of the system.

All elements of the system — ie equipment, people and procedural elements — must be
included.

The analysis must be performed in the context of relevant system domain knowledge.

6.2 Stage 3.2: Subsystem Functional Safety Requirements

6.2.1 Objective:

To determine the primary safety requirements24 for the subsystem functions identified in
Stage 3.1 above.

24 The primary safety requirements describe only the subsystems safety functions and the
performance required of them —in Stage 3.4, these will be supplemented by derived safety
requirements, specifying any additional safety functions required to mitigate against subsystem
failures, and the integrity required of all the safety functions.
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6.2.2 Process:

Allocate the service-level safety functions (the output from Stages 2.1 and 2.6) to the
appropriate subsystems identified in Stage 3.1.

Develop functional safety requirements for each subsystem so as to satisfy the
allocation of service-level safety functions.

6.2.3 Outputfromthis Stage:

Mapping between service-level safety functions and subsystems.
Functional safety requirements for each subsystem

Any additional operational and/or system domain knowledge identified in the
production of the (primary) functional safety requirements.

6.2.4 Considerations:

Consideration must also be given to the interaction between the systemand any non -
ATM systems or subsystems, and to the implications of this on the system and non-
ATM components.

The functional safety requirements must address the attributes defined in paragraph
5.2.4 above,; this list is not necessarily exhaustive:

1. Functionality;

2. Accuracy;

3. Timing;

4. Capacity;

5. Overload tolerance;

6. Robustness;
An understanding of the interactions between subsystems may lead to a refinement of
the independence requirements that were identified during Stage 2.6. The
independence requirements may also be refined further during the next stage of the

process (Stage 3.3).

Relevant system (and subsystem) domain knowledge is essential at this stage.

Page 39



TLS Apportionment Method

6.3 Stage 3.3: Subsystem Risk Analysis

6.3.1 Objective:

To identify the risks presented by subsystem failure, for each of the hazards identified in
Stage 2.

6.3.2 Process:

It is now necessary to allocate a risk budget to the subsystems so that the target
frequency of occurrence for each hazard can be met, taking into account any mitigations
available between subsystems. This can be achieved using either of the following
techniques:

e Fault tree analysis — working top-down from the hazards identified in Stage 2.4, in
effect producing a “bow-tie” fault tree / event-tree pair for each hazard. If this
technique is adopted, the faulttrees should not normally need to be developed further
than the subsystem boundaries.

¢ Bottom-up consequence analysis, FMEA for example, working up from the subsystem
boundaries to the ATM system boundary.25

6.3.3 Outputfromthis Stage:
e Arisk model of the causes of each of the hazards identified in Stage 2.

e Additional functional safety requirements and/or domain knowledge for all mitigations
identified in the process.

6.3.4 Considerations:

¢ A completeness check should be performed: have all system hazards been taken into
consideration — ie do any new hazards emerge at the subsystem level that have not
been identified as causes of the hazards from Stage 2?

¢ All mitigations identified above must be captured either as additional functional safety
requirements, including their required probability of success, or as system domain
knowledge.

e Where mitigations at this level are complex, or sequencing is important, Event Tree
Analysis could be used to supplement the Fault Tree Analysis.

e It is important to ensure that the result of any numeric analysis is expressed in the
correct units. It may be appropriate at this stage to express the results in terms of
accidents per system operating hour.

25 |t is advisable to apply both techniques, and to use the results of one to validate the other — thus
providing input for the satisfaction argument which will be produced in Stage 3.5.
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Tool support for any fault tree analysis is important to ensure that the results of the
numerical analysis are correctly aggregated.

The analysis must be performed in the context of relevant system and sub-system
domain knowledge.

6.4 Stage 3.4: Derived Subsystem Safety Requirements

6.4.1 Objective:

To express the outputs of Stage 3.3 as derived safety requirements for the subsystems.

6.4.2 Process:

Identify the subsystem safety integrity requirements, and any additional functional safety
reqguirements, taking the results of the previous stage as input.

6.4.3 Outputfromthis Stage:

Subsystem safety integrity requirements — such that the service-level safety objectives
are met.

An identification of any additional functional safety requirements and/or domain
knowledge which may be required to mitigate the risk presented by each subsystem.

A refinement of the requirements for independence between subsystems.

Identify any safety monitoring requirements additional to those identified in Stage 2.6.

6.4.4 Considerations:

Consideration should be given to the potential achievability of the safety integrity
requirements — some potential solutions may be easier to implement than others.26

All mitigations must be captured either as additional functional safety requirements /
safety integrity requirements or as assumptions.

26 |f necessary, the architectural design and/or system-level safety integrity requirements should
be revised until a satisfactory resultis obtained.
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6.5 Stage 3.5: Validation of the Subsystem Safety Requirements

6.5.1 Objective:

To show that the subsystem safety requirements are necessary and sufficient to meet the
service-level safety functions and safety objectives producedin Stage 2.

6.5.2 Process:

Produce a satisfaction argument to validate the claim that each service-level safety
function and corresponding safety objective(s) is met collectively by the related subsystem
safety requirements?”.

The validation must take into account functional correctness, performance and integrity.

The complete set of satisfaction arguments (from Stages 1.2,2.7 and the current stage)
must be of sufficient detail to provide rich traceability?8 from the subsystem safety
requirements, through the service-level safety functions and safety objectives, and safety
targets, back to the TLS). In other words, the satisfaction arguments will demonstrate
that, the subsystem safety requirements are collectively sufficient to meet the overall
TLS(S).

6.5.3 Output fromthis Stage:
e Set of satisfaction arguments, validating the claim that each service-level safety

function / safety objective is met by the subsystem safety requirements.
6.5.4 Considerations:

¢ The satisfaction argument should be built upon both direct evidence and backing
evidence.

e Functional correctness could be validated against a system functional model,
simulation or prototyping.

o Performance could be validated through simulation or prototyping.

e If a top-down approach (eg FTA) was used to generate safety integrity requirements
during Stages 3.3 and 3.4, it would be appropriate to validate this through a bottom-up
approach (eg FMECA) — or vice versa.

e Verification activities could be used to support the validation argument, as backing
evidence.

27 |e the subsystem functional safety requirements and safety integrity requirements.

28 Rich traceability means that both traceability and satisfaction are demonstrated.
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e The validation process should check that all analysis was consistent in the use of
numerical units.

e The validation activity should check that the interaction between subsystems —
including non-ATM subsystems — has been fully taken into account.

o People and procedures issues must be included in the validation.

e Achievability should be taken into account —ie is it likely to be possible to implement
the specified system safety requirements?

e All domain knowledge must be validated.
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8. ACRONYMS AND ABBREVIATIONS

The following acronyms and abbreviations are used in this document.

AIS Aeronautical Information Service

AMC Acceptable Means of Compliance

APP Approach

ATC Air Traffic Control

ATM Air Traffic Management

CFIT Controlled Flight Into Terrain

CRM Collision Risk Modelling

EATMP European Air Traffic Management Programme
ESARR EUROCONTROL Safety Regulatory Requirement
ET Event Tree

ETA Event Tree Analysis

FFA Functional Failure Analysis

FHA Functional Hazard Assessment

FMECA Failures Modes Effects and Criticality Analysis
FT Fault Tree

FTA Fault Tree Analysis

PSSA Preliminary system Safety Assessment

RVSM Reduced Vertical Separation Minima

SC Severity Category

SR Safety Requirement

SS Subsystem

SSA System Safety Assessment
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TLS

Target Level of Safety
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APPENDIX A: GUIDANCE ON SAFETY TARGETS
A.1 Note on the Scope of Applicability of ESARR4

As shown in the body of this Guidance, the first two levels of satisfaction of the safety
target(s) are achieved through:

e Firstly, the specification of ATM service-level Safety Functions and Safety Objectives,
and the related Operational Domain Knowledge.

e Secondly, the functional design and Safety Specification (including related Domain
Knowledge) of an ATM system that is capable of meeting those safety requirements.

It is essential that both the scope of the ATM service and the boundary of corresponding
ATM system are not only clearly defined but also that they relate exactly to the scope of
the TLS that they are intended to satisfy.

In the case of ESARR4, the TLS of 1.55 x 10-8 SC1 events per flight hour represents the
maximum tolerable probability (sic) of ATM directly contributing to an accident of a
commercial air transport aircratft.

In general, ATM may directly contribute to an accident by either:

e commission - ie causing (or significantly contributing to the cause of) an accident
that would not have otherwise occurred;

e Or omission - ie failing to prevent an accident from occurring, when ATM could
reasonably have been expected to prevent it (or significantly help to prevent it).

Each case has to judged on its merits but in general the risk of an accident can be said to
be within the scope of the ESARR4 TLS if the cause (or significant contribution to the
cause) of an accident either:

1. Lies within the ATM system loop — irrespective as to whether the problem is in the
ground, air or space segment of that loop.

2. Or lies outside of the ATM loop but ATM could reasonably have been expected to
mitigate the initiation or consequence of the causal event.

Determination of what lies within, and outside, the ATM systemwill depend on, inter alia,
the phase of flight and type of service under consideration. For example:

e For en-route control, the aircraft altimetry system would be considered to be an

integral part of the ATM (Vertical Separation) system, since the ATM system was
deliberately designed to make full use of altimetry data.
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e For final approach using, say, ILS, the aircraft altimetry system?2® would not be
considered to be an integral part of the ATM system, since in this case vertical
separation is a pilot-interpreted system.

Wherever practicable and appropriate, the parameters of every element of the ATM
system should be included within the Safety Specification; where it not practicable or
appropriate, the appropriate parameters must be included as assumptions in the Domain
Knowledge, so that full account is taken of them in determining whether the TLS is
satisfied. The relevant parameters associated with causal events that lie outside of the
ATM loop (for example, the expected frequency of occurrence of such events) must
always be included within the Domain Knowledge.

A2 Units of Measurement

Because the TLS is expressed in units of incidents per flight hour, the value of 1.55x 10-8
specified in ESARR 4 can be applied unchanged to any part of the airspace and any
phase of flight irrespective of the size of the airspace, number of sectors, traffic levels,
flight duration, etc.

During the apportionment process, any numerical analysis should be conducted in the
units most appropriate to the specific failures under consideration. Experience has shown
that it more convenient to work in units of incidents per flight hour as far as possible
through the process. It is recognised that it will be necessary to convert to units of
incidents per system hour at some stage before the system can be implemented because,
for example, equipment reliability is usually expressed in such units. However, this point
will normally occur during subsystem design — a later stage in the development process
later than is covered by the scope of this document.

Where additional TLS have to be met and are expressed in different units - eg for the
approach and landing flight phases, units of incidents per landing are specified — it is
recommended that they be converted to units of incidents per flight hour (according to
average duration of the flight phase) for comparison with the ESARR 4 TLS. .

A3 Weighting the TLS

Although the value of 1.55 x 10-8 accidents per flight hour can be applied universally, it
may be desirable in certain circumstances to weight the TLS more heavily towards one
phase of flight as opposed to another, taking into account the relative level of risk and the
exposure time in the specific phases. Historic data, for example from [Ref 7] can be
usefulin this respect.

A4 Target Setting for SC2 to SC4 Events

The following guidance should be applied when determining appropriate target
frequencies of occurrence of SC2 to SC4 events.

29 Note however, that the provision of correct QFE / QNH data would be considered to be part of
the ATM system.
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Froman a priori system design point of view, the number of predicted fully developed 30
SC2 to SC4 events would have no bearing on the probability of occurrence of an accident
(SC1 event) and therefore is not related to system safety in the strict meaning of the term
safety. However, it would be inappropriate to design a system such that the permitted rate
of SC2 to SC4 events would lead to the perception that the system was unsafe.
Therefore, a global limit should be placed on the rate of such events, and the system
design must therefore ensure that the target for all categories of event are met, not just
those for SC1 events. Ideally, ESARR 4 should specify global targets for fully developed
SC2 to SC4 events based on historical acceptability or equivalence values (applying a
factor of, say, 100 between one severity level and the next3!); the current lack of historical
data would suggest that such an equivalence approach is needed in the short term.

Froman a posteriori safety monitoring perspective, the situation is more complex, and
two questions need to be asked:

o Firstly, whether the system is perceived to be safe, based on the number of actual
SC2 to SC4 events compared with the ESARR 4 targets — this is equivalent to the
above a priori analysis.

e Secondly, whether the rate of occurrence of SC2 to SC4 events is an (indirect)
indication that the system is actually safe (ie whether the likelihood of an SC1 event is
higher or lower than would be acceptable3?). For this analysis, the actual number of
SC2 to SC4 events over a defined period must be compared with the expected
number33, not with the limit prescribed by ESARR 4. This is the basis of the safety
monitoring approach described in section 5.6 and illustrated in the En-route Airspace
example which accompanies this guidance.

30 A fully developed event is one which has reached a final conclusion — ie there is no potential for
further consequences. Undeveloped events, such as those relating to increased workload, have the
potential to lead on to more serious consequences (including an SC1 outcome) — the Method
provides the means for handing these.

31 Such that, for example, the a priori safety target for SC2 events would be 1.55 x 1076 per flight
hour.

32 It is assumed that the rate of occurrence of SC1 events would be so low as to render statistically
inconclusive any analysis based on direct observations of such events.

33 The expected number as determined during the risk assessment conducted during Stage 2.5 of
the Method.
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APPENDIXB: GENERICATM SERVICE SAFETY MODEL

B.1 Generic Model

This appendix presents an initial generic model of the safety functions provided by the air
traffic management service for the en-route flight phase. The modelis intended to assist
in the process of identifying functional safety specifications specific to the service under
analysis during Stage 2.1 of the apportionment method.

Six functional areas are identified:

Tactical separation

e Flightdirecting

e Strategic separation

e Co-ordination and transfer
e Traffic management

e Aeronautical information

These six functional areas are further decomposed into specific safety functions34. The
safety functions are then developed into more detailed generic safety specifications.

The diagram indicates the interaction of the safety functions which operate so as to
maintain separation between any aircraft and other aircraft, terrain or restricted airspace.
A solid line indicates control flow, and dotted lines indicate information flow.

The model, as presented, is designed to be applied directly to ATC in the En-route phase
of flight, and to be adaptable to other flight phases. For example:

¢ Removal of Strategic Separation would provide the basis for modelling the
Approach phase.

¢ Removal of Tactical Separation would provide the basis for modelling an Oceanic
phase.

Note that the boundary of the overall ATM system has been placed so as to include an
airborne component — for example, transponders and ADS.

34 Although Flight Directing and Aeronautical Information do not logically decompose further.
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The safety functions are described in the tables below. Note that these tables are limited to a generic functional description; any
application of this model will require attributes such as accuracy, resolution, timing, capacity, overload tolerance and robu stness to

be taken into account.

Functional Area: Tactical Separation

Safety Function

Description

Initiation

Surveillance information

The function shall provide:

Current identification, position, heading, altitude
/ flight level, track and groundspeed information
for all Aircraftin the Airspace.

Airspace information - ie maps (including
information on boundaries, obstacles and
restricted Airspace / danger areas) for the
Airspace.

Information on Airspace weather conditions - eg
heavy precipitation

Near-continuous operation.

Tactical conflict detection

The function shall determine, in the near term, all
potential erosions of required separation minima
between each of the following:

any two aircraft;

any one aircraft and restricted / prohibited
airspace;

any one aircraft and an active danger area;

any one aircraft and terrain/ ground-based
obstacle

Continual operation, based normally on
information fromthe Surveillance
Information safety function
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Safety Function

Description

Initiation

Tactical conflict resolution

The function shall identify appropriate changes to an
aircraft's heading, flight level or airspeed as
necessary to resolve the conflict situation.

Whenever a potential erosion of
required separation minima is detected
by Tactical Conflict Detection.

Flight progress monitoring

The function shall check conformance between actual
and cleared trajectories, and resolve any non-
conformance through Tactical Conflict Resolution /
Flight Directing and, where appropriate, an update to
the System Flight Plan (see below).

Continuous operation.

Functional Area: Flight Directing

Safety Function

Description

Initiation

Flight directing

The function shall:

e Issue clearances and/or otherinstructions as
necessary to effect the necessary changes to
the trajectory of the Aircraft involved,;

e Handle clearance requests and/ or other
information from Aircraft.

e Provide directions for the orderly sequencing
of traffic;

e Provide airport and weather information
relevant to the progress of the flight.

Whenever required by Tactical Conflict
Resolution, Strategic Conflict
Resolution, Flight Progress Monitoring
(see below), or Aircraft.
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Functional Area: Strategic Separation

Safety Function

Description

Initiation

System flight plan

The function shall provide for the creation, storage and
maintenance of a system representation of aircraft flight
plan information, including:

Callsign

Intended 4-D trajectory
RVSM status

R-NAV status

8.33Khz status

Estimated time at (airspace) boundary

As required by (inter alia) external flight
plan sources, Flight Progress
Monitoring, Strategic Conflict
Resolution, Co-ordination & Transfer,
or Aircraft.

Strategic conflict detection

The function shall determine, in the medium term, alll
potential erosions of required separation minima
between each of the following:

any two aircratft;

any one aircraft and restricted / prohibited
airspace;

any one aircraft and an active danger areg;

any one aircraft and terrain.

Continual operation, normally on
information from System Flight Plan
and Surveillance.

Also, triggered by any proposed
change to System Flight Plan.
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Safety Function

Description

Initiation

Strategic conflict resolution

The function shall:

Identify appropriate changes to an aircraft's
intended 4-D trajectory, as necessary to resolve
the conflict situation.

Advise Co-ordination and Transfer, System Flight
Plan and/or Flight Directing (as appropriate)
accordingly.

Where it is not possible to resolve a conflict strategically,
the function shall advise Tactical Conflict Resolution, for
the conflict to be resolved tactically.

Whenever a potential erosion of
required separation minima is detected
by Strategic Conflict Detection.

Functional Area: Co-ordination and Transfer

Safety Function

Description

Initiation

Co-ordination and transfer

The function shall:

By means of information exchange between the
controlling authorities of adjacent Airspace,
obtain agreement on ‘boundary conditions’
(position, altitude/ flight level, time etc.).

Issue clearances and instruction for transfer of
control.

Effect the transfer of control of an Aircraft from
one controlling authority Airspace, to the next.

Provide notification to Airspace controlling
authorities, where a flight is in an area of common
interest, or when the transit is close to a boundary
of control.

Whenever an Aircraft is due to enter or
leave the Airspace under
consideration.
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Functional Area: Traffic Management

Safety Function

Description

Initiation

Airspace Management

The function shall adjust the traffic capacity of the
Airspace in anticipation of significant changesin traffic
demand, so as to maintain a safe, orderly, expeditious
and economic traffic flow.

When required.

Flow Management

The function shall adjust the flow of traffic within a
portion of airspace so as to ensure that the presentor

When the flow of traffic exceeds (or is
likely to exceed) the sustainable

predicted traffic demand does not exceed the safe capacity of the Airspace.
capacity of the ATC service.
Functional Area: Aeronautical Information
Safety Function Description Initiation
Aeronautical Information The function shall process and distribute essential Continuous operation.

aeronautical information including:

e The nature, dimensions and timings of
restricted Airspace.

e Meteorological conditions (actual and
forecast).

e Airportinformation.
e Status of services and systems.

e Procedures and regulations.
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B.2 Concept of Operations
B.2.1 En-route Operations

Progressively updated (strategic) information concerning the flight is exchanged by the
Co-ordination and Transfer (C&T) function before the flight is planned to enter the
receiving Airspace. Prior to the planned entryinto the Airspace, the flight details willbe
checked by the Strategic Conflict Detection (SCD) function for conflicts anywhere along
its route throughthe Airspace.

If there is a conflict, it may be resolved by the Strategic Conflict Resolution (SCR)
function resulting in a request to the handing-over control authority, via the C&T function,
to modify to the aircraft’s trajectory. Where appropriate, the Aircraft’s flight data will be
updated by the System Flightplan (SFPL) function. If the conflict is irresolvable at that
stage, it will be resolved by Tactical Separation (TSF), once the aircrafthas entered the
receiving Airspace.

Immediately prior to the Aircraft entering the receiving Airspace, the respective C&T
function effect the handover of control responsibility from the adjacent control authority.

Short-term separation is maintained by TSF and in the medium term by the Strategic
Separation function (SSF) —in both cases, resolution of the conflict will be effected via
the Flight Directing function (FDF). The primary objective of the SSFis to remove from
the system as many potential future conflicts as possible thus reducing the workload on
TSF and reducing the risk of a potential conflict remaining undetected.

Airspace Management function (AMF) ensures (strategically) that the traffic capacity is
matched to the expected pattern of short-term traffic demand economically, but without
impairing the safe, orderly, and expeditious flow of traffic.

The Flow Management function (FMF) ensures thatthe traffic capacity and traffic
demand are balanced tactically, such that overload of the other ATM functions does not
exceed the declared capacity of the ATM service (for the current configuration).

The Aeronautical Information function (FMF) provides tactical /pre-tactical
static/dynamic data service to ensure aircraft are managed according to the current rules
and conditions.

Prior to the aircraft exiting the Airspace, the C&T function effects the handover of
responsibility for control to the next block of Airspace, as described at the beginning of this
section.

B.2.2 Approach Operations
The Approach service operates in the same way as for En-route except that:

e Thereis no Strategic Conflict Detection or Strategic Conflict Resolution function as
such. However, outputs from the System Flight Plan function are used in the
(strategic) planning of arrivals and departures traffic so that they are sequenced
and spaced in order to maintain an expeditious flow and to smooth out the
workload on Tactical Separation.

e The flow of traffic into APP airspace is regulated according to the prevailing
weather, runway in use and runway configuration using Flow Management.
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o Distribution of information on prevailing weather, runway in use and runway
configuration, etc, forms part of the Aeronautical Information function for the
Approach service.

END OF DOCUMENT
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